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	Bid Solicitation #
	23DPP00813

	T2560 – Self Funded E-Government Applications and Services



	
	Date
	Time

	Due Date For Electronic Questions
Refer to Bid Solicitation Section 2.1 for more information.
	August 22, 2023.
	2:00 PM

	Due Date for 2nd Round of Electronic Questions
Refer to Bid Solicitation Section 2.1 for more information.
	December 4, 2023.
	2:00 PM

	Optional Pre-Quote Submission Conference 
Refer to Bid Solicitation Section 2.5 for more information.
	August 8, 2023.
	10:00 AM

	Quote Opening Date
Refer to Bid Solicitation Section 3 for more information.
	January 24, 2024.October 10, 2023
	2:00 PM



Dates are subject to change.  All times contained in the Bid Solicitation refer to Eastern Time. 
All changes will be reflected in Bid Amendments to the Bid Solicitation posted on www.njstart.gov.

	SET-ASIDES

	     Small Business Set-Aside
For Goods and Services:
☒  I          ☒  II          ☒  III
For Construction:
☐  IV          ☐  V          ☐  VI
	☐  Not Applicable
☐  Entire Contract 
☐  Partial Contract 
☒  Subcontracting Only
☐  Preference

	     Disabled Veteran-Owned Business Set-Aside
	☒  Not Applicable
☐  Entire Contract 
☐  Partial Contract 
☐  Subcontracting Only
☐  Preference
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State of New Jersey
Department of the Treasury
Division of Purchase and Property
Trenton, New Jersey 08625‑0230
	On Behalf of:
State of New Jersey
Division of Revenue and Enterprise Services (DORES)
Statewide Using Agencies



Date:  July 25, 2023
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[bookmark: _Toc117176216]INTRODUCTION AND SUMMARY OF THE BID SOLICITATION
This Bid Solicitation is issued by the Department of the Treasury (Treasury), Division of Purchase and Property (Division), Procurement Bureau, on behalf of The Division of Revenue and Enterprise Services (DORES). Quotes submitted in response to this Bid Solicitation shall be through the State of New Jersey’s eProcurement system, NJSTART.  Bidders are advised to thoroughly read all sections of this Bid Solicitation and follow all instructions.  

Bidders are strongly encouraged to visit the NJSTART Vendor Support Page, which contains Quick Reference Guides (QRGs), supporting videos, a glossary of NJSTART terms, and helpdesk contact information.  Bidders should utilize the QRGs before attempting to submit a Quote through NJSTART.   It is the Bidder’s responsibility to ensure that the Quote and attachments have been properly submitted.  Inquiries concerning the use of NJSTART may be directed to njstart@treas.nj.gov. The Division will not respond to substantive questions related to the Bid Solicitation or any other Contract via this email address.

[bookmark: _Toc400531467][bookmark: _Toc428533937][bookmark: _Toc32310614][bookmark: _Toc117176217]PURPOSE AND INTENT
The purpose of this Bid Solicitation is to solicit Quotes for an application service provider (ASP) to provide e-Government Applications and services based on a “self-funded” model for New Jersey State (State) government agencies.

The State intends to award up to three (3) Contracts to those responsible Bidders whose Quotes, conforming to this Bid Solicitation are most advantageous to the State of New Jersey, price and other factors considered, pursuant to Bid Solicitation Section 8.9 Evaluation Criteria.  The State may award any or all price lines. The State will solicit Mini-Bid Responses from all awarded Bidders for the development of each new e-Government application project under this Bid Solicitation.  The State, however, reserves the right to separately procure individual requirements that are the subject of the Contract during the Contract term, when deemed by the Director of the Division (Director) to be in the State’s best interest.

The Contractor shall design and develop web-based applications that will further the State’s efforts to provide a convenient, “one-stop” shopping experience for businesses, individuals, employees and other parties who interact with the State. Existing web applications shall be enhanced or rewritten and new applications shall be written for the Treasury. Other State agencies will also be encouraged to use these Contracts to deliver services to their Customers.

This procurement includes a subcontracting only set-aside for Small Businesses. 

The State of New Jersey Standard Terms and Conditions (SSTCs) included with this Bid Solicitation will apply to all Contracts made with the State.  These terms are in addition to the terms and conditions set forth in this Bid Solicitation and should be read in conjunction with them unless the Bid Solicitation specifically indicates otherwise.  

[bookmark: _Toc400531468][bookmark: _Toc428533938][bookmark: _Toc32310615][bookmark: _Toc117176218]BACKGROUND 
This is a reprocurement of the services under Self-Funded E-Government Applications and Services.  Bidders interested in reviewing the current Contract/Master Blanket Purchase Order specifications and pricing information may do so by following the instruction below.  Bidders should not rely upon or use data or information from the Contract when preparing a response to this Bid Solicitation as this Bid Solicitation addresses the State’s current requirements. 
· Go to: www.njstart.gov 
· Select “Active Blankets”
· In the search bar, select “Blankets” from the drop down menu
· Enter the T2560 and click “[image: ]”
· The current Contract list will appear under “Results”

The State has a need to continue its efforts to bring everyday transactions between the State and its citizens, businesses, employees, local governments, and other parties who interact with the State, hereinafter referred to as “Customers,” using the Internet. Benefits to the State include reduced operating expenses and more effective, efficient communication channels. Customers will benefit from the convenience of transactions with the State 24 hours per day, seven (7) days per week online (i.e. anytime) and anywhere[footnoteRef:1] with a guaranteed uptime of 99.9%, with the exception of planned maintenance.  [1:  Customers need to have Internet access for web transactions and a touch-tone telephone for Interactive Voice Response (IVR) transactions.] 


Treasury will serve as the initial focus for application development under the Contract(s) resulting from this Bid Solicitation, but the State intends to expand coverage to include a wide range of agencies as work on the Contract(s) progresses.

The Contract(s) will be based on a “self-funded” model that provides for the requirements analysis, design, development, testing, deployment, and optional operation, hosting, maintenance, and support of e-Government services. Contract work will include enhanced delivery of existing services and the development of new e-Government services to be delivered through the State’s existing infrastructure. All services requiring secure authentication/authorization services will be integrated with the State’s Enterprise Identity and Access Management infrastructure.

Key objectives of the Contract(s) resulting from this Bid Solicitation are:
A. To enhance or rewrite existing e-Government applications, in an order defined by the State, to improve application functionality or ease of use, without exceeding the existing fees associated with the applications;
B. To quickly implement new e-Government applications to support the processing of filings, vendor registrations, renewals, and database searches;
C. To integrate all applications and services associated with (created or modified through) the resulting Contract(s) with the State’s existing e-Government infrastructure, including the myNJ portal, in compliance with Statewide technology standards supported by the Office of Information Technology and via the Contractor’s participation in the System Architecture Review along with Using Agency Staff (https://nj.gov/it/whatwedo/sar/);
D. To develop and deliver a continually expanding set of government services; and
E. To facilitate the adoption of the Internet as the primary method for obtaining government services.

The State has created the myNJ business portal to deliver content and services to the business community. A common reference data model and user management framework are also being implemented to share information between the agencies, coordinate and streamline business transactions, and deliver trusted services to the business community. All new services relevant to the business community must leverage this investment.

Government-to-employee services are also delivered through the myNJ portal. Agency service providers include Treasury’s Division of Pensions and Benefits, Office of Management and Budget, and Payroll. All new applications for State employees must be delivered through this infrastructure.

[bookmark: _Toc117176219]CONTRACT AMOUNT
The estimated amount of the Contract, if stated, shall not be construed as either the maximum or minimum amount which the State shall be obliged to order.

[bookmark: _Toc400531506][bookmark: _Toc428533977][bookmark: _Toc32310702][bookmark: _Toc117176220]ORDER OF PRECEDENCE OF CONTRACTUAL TERMS
The Contract awarded, and the entire agreement between the parties, as a result of this Bid Solicitation shall consist of:  (1) the final Bid Solicitation, (2) the State of New Jersey Standard Terms and Conditions, (3) the Quote, and if applicable (4) any Bidder responses to clarifications; (5) a Bidder’s Best and Final Offer, (6) other negotiated document, and/or (7) third party document.  In the event of a conflict in the terms and conditions among the documents comprising this Contract, the order of precedence, for purposes of interpretation thereof, listed from highest ranking to lowest ranking as noted above. 

Bidders shall clearly mark any proposed “other negotiated document” or “third party documents” as such when submitting a Quote. Bidders are advised to reference Bid Solicitation Section 5.3 concerning the use of third party intellectual property, and to what extent the State will accept commercially standard third party terms and conditions, if necessary. 

Any other terms or conditions, not included with the Bidder’s Quote and accepted by the State, shall not be incorporated into the Contract awarded.  Any references to external documentation, including those documents referenced by a URL, including without limitation, technical reference manuals, technical support policies, copyright notices, additional license terms, etc., are subject to the terms and conditions of the Bid Solicitation and the State of New Jersey Standard Terms and Condition.  In the event of any conflict between the terms of a document incorporated by reference the terms and conditions of the Bid Solicitation and the State of New Jersey Standard Terms and Condition shall prevail.

[bookmark: _Toc117176221]INTRASTATE COOPERATIVE PURCHASING
Not applicable to this procurement.


[bookmark: _Toc117176222]PRE-QUOTE SUBMISSION INFORMATION
The Bidder assumes sole responsibility for the complete effort required in submitting a Quote and for reviewing the Quote submission requirements and the Scope of Work requirements.  

[bookmark: _Toc428533940][bookmark: _Toc32310617][bookmark: _Toc117176223]ELECTRONIC QUESTION AND ANSWER PERIOD
The Division will electronically accept questions and inquiries from all potential Bidders via the “Q&A” Tab of the Bid Solicitation in NJSTART.  Questions should be directly tied to a Bid Solicitation Section, the Price Sheet, Form or Attachment; and should reference the specific Bid Solicitation Section or document to which it relates.

The cut-off date for electronic questions and inquiries relating to this Bid Solicitation is indicated on the Bid Solicitation cover page.  In the event that questions are posed by Bidders, answers to such questions will be issued by Bid Amendment.  
[bookmark: _1.3.3__Mandatory_Pre-Bid_Conference][bookmark: _1.3.5__SUBMISSION_OF_BID_PROPOSAL][bookmark: _1.3.2_SUBMISSION_OF_BID_PROPOSAL]
A Bidder shall not contact the Using Agency and/or the Procurement Specialist directly, in person, by telephone or by e-mail, concerning this Bid Solicitation, prior to Contract award.

[bookmark: _Toc117176224]EXCEPTIONS TO THE STATE OF NJ STANDARD TERMS AND CONDITIONS (SSTC)
Questions regarding the State of New Jersey Standard Terms and Conditions and exceptions to mandatory requirements MUST be posed during the Electronic Question and Answer period and shall contain the Bidder’s suggested changes and the reason(s) for the suggested change(s).

[bookmark: _Toc117176225]BID AMENDMENTS
In the event that it becomes necessary to clarify or revise this Bid Solicitation, such clarification or revision will be by Bid Amendment.  Any Bid Amendment will become part of this Bid Solicitation and part of any Contract awarded. Bid Amendments will be posted as a file attachment on the “Summary” page of the Bid Solicitation in NJSTART after the cut-off date.  

There are no designated dates for release of Bid Amendments.  Those Bidders who are on the bid holder list either through commodity code registration in NJSTART or by acknowledging the bid in NJSTART should receive notification of any Bid Amendment(s). If a Bidder is not on the bid holder list, Bid Amendments are still viewable on the “Summary” page of the Bid Solicitation in NJSTART.

It is the sole responsibility of the Bidder to be knowledgeable of all Bid Amendments related to this procurement. An interested Bidder should check the NJSTART “Open Bids” Tab on a daily basis to ensure review of the most updated information.

[bookmark: _1.3.4_MANDATORY/OPTIONAL_SITE][bookmark: _1.3.45_MANDATORY/OPTIONAL_SITE][bookmark: _Toc224543885][bookmark: _Toc238623352][bookmark: _Toc400531474][bookmark: _Toc428533944][bookmark: _Toc32310620][bookmark: _Toc117176226]MANDATORY/OPTIONAL SITE VISIT
Not applicable to this procurement.

[bookmark: _1.3.5__MANDATORY/OPTIONAL][bookmark: _1.3.6__MANDATORY/OPTIONAL][bookmark: _Toc224543888][bookmark: _Toc238623354][bookmark: _Toc428533945][bookmark: _Toc32310621][bookmark: _Toc117176227]OPTIONAL PRE-QUOTE CONFERENCE
The date and time of the Optional Pre-Quote Conference is indicated on the Bid Solicitation cover sheet.
		Join on your computer, mobile app or room device 
Click here to join the meeting 
Or call in (audio only) 
+1 856-338-7074,,681026226#   United States, Camden 
Conference ID: 681 026 226# 
The Optional Pre-Quote Conference may be recorded.
The purpose of the Optional Pre-Quote Conference is to address procedural questions regarding the Bid Solicitation and Bidder Quote Submission Requirements only. No substantive questions regarding the Bid Solicitation Scope of Work will be accepted or answered during the pre-Quote conference. All questions are to be submitted during the Electronic Question and Answer Period.

[bookmark: _Toc95619434][bookmark: _Toc109701220][bookmark: _Toc225321579][bookmark: _Toc400531476][bookmark: _Toc428533946][bookmark: _Toc32310622][bookmark: _Toc117176228][bookmark: _Toc94946029][bookmark: _Toc72744593]PRE-QUOTE DOCUMENT REVIEW 
The following are publicly available documents that a Bidder needs to review in order to prepare and submit accurate and comprehensive Quotes:
A. State of New Jersey Web Presence Guidelines: https://www.tech.nj.gov/it/docs/NJ_Web_Presence_Guidelines.pdf
B. State of New Jersey Statewide Information Security Manual:  https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf. 


[bookmark: _Toc117176229]QUOTE SUBMISSION REQUIREMENTS

[bookmark: _Toc117176230]QUOTE SUBMISSION 
In order to be considered for award, the Quote must be received electronically by the Division’s Proposal Review Unit, through NJSTART, by the required date and time. 

The date and time of the Quote opening are indicated on the Bid Solicitation cover sheet and on the “Summary” Tab of the Bid Solicitation webpage within NJSTART.  If the Quote opening deadline has been revised, the new Quote opening deadline will be shown on the posted Bid Amendment and on the “Summary” Tab of the Bid Solicitation webpage within NJSTART.  Quotes not received prior to the Quote opening deadline shall be rejected.

Quotes will be publicly opened and announced by telephone conference on the date and time of the quote opening. 
(Dial-in phone number: 888-204-5984 / Access code: 2602305)

When submitting a Quote through NJSTART, do not use any symbols (i.e., #, @, $, &, *) in the filename as this may prevent the Quote from being properly uploaded.  Uploaded files must be compatible with Microsoft Office and/or Adobe software applications. DO NOT UPLOAD files with extensions such as .zip, .numbers, or .pages.

When uploading the documents to NJSTART, the Bidder should select the “Confidential” option in NJSTART for attachments on the “Attachments” Tab to request that the documents not be displayed publicly through NJSTART. Marking an attachment as "Confidential" in NJSTART shall not constitute the Bidder's designation of the attachment as exempt from public disclosure under the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the common law right to know.

[bookmark: _Toc117176231]BIDDER RESPONSIBILITY
The Bidder assumes sole responsibility for the complete effort required in submitting a Quote in response to this Bid Solicitation.  No special consideration will be given after Quotes are opened because of a Bidder’s failure to be knowledgeable as to all of the requirements of this Bid Solicitation.  The State assumes no responsibility and bears no liability for costs incurred by a Bidder in the preparation and submittal of a Quote in response to this Bid Solicitation or any pre-contract award costs incurred.

[bookmark: _Toc117176232]ANNOUNCEMENT OF QUOTE INFORMATION
On the date and time Quotes are due under the Bid Solicitation, all information concerning the Quotes submitted may be publicly announced and shall be available for inspection and copying except otherwise noted:  
A. Information appropriately designated as proprietary and/or confidential in a Bidder’s shall not be available for inspection and copying; and
B. Where negotiation is contemplated, only the names and addresses of the Bidders submitting Quotes will be announced, and the contents of the Quotes shall not be available for inspection and copying until the Notice of Intent to Award is issued by the Director. 

[bookmark: _Toc117176233]QUOTE ERRORS
In accordance with N.J.A.C. 17:12-2.11 “Proposal errors,” a Bidder may withdraw its Quote as described below.

[bookmark: _Toc117176234]QUOTE WITHDRAWAL PRIOR TO QUOTE OPENING
A Bidder may withdraw its Quote submission in NJSTART prior to the Quote opening; however, Bidders should note that while withdrawn NJSTART Quotes remain viewable by the Bidder on its Vendor Profile Homepage, they are removed from the Division’s view and cannot be considered for Contract award. The Bidder may submit a revised Quote as long as the Quote is received prior to the announced date and time for Quote submission. Bidders may refer to the QRG “Submit a Quote” for additional instructions.

[bookmark: _Toc117176235]QUOTE WITHDRAWAL AFTER QUOTE OPENING, BUT PRIOR TO CONTRACT AWARD
If, after the Quote opening, but before Contract award, a Bidder discovers an error in its Quote, the Bidder may make a written request to the Procurement Bureau to withdraw its Quote, from consideration for award.  If the Bidder’s request to withdraw is made in good faith, and the State will not be significantly prejudiced by granting the withdrawal of the Quote beyond the loss of the benefit of the bargain to the State of the withdrawing Bidder’s offer, the request shall be granted.  Evidence of the Bidder’s good faith in making this request can be demonstrated by one (1) or more of the following factors: A mistake is so significant that to enforce the Contract resulting from the Quote would be unconscionable; that the mistake relates to a material feature or term of the Contract; and that the mistake occurred notwithstanding the Bidder’s exercise of reasonable care.  After Quote opening, while pursuant to the provisions of this section a Bidder may request to withdraw its Quote and the Director may in his/her discretion allow said Bidder to withdraw it, the Division also may take notice of repeated or unusual requests to withdraw by a Bidder and take those prior requests to withdraw into consideration when evaluating the Bidder’s future Quotes.

The Quote withdrawal request must include the Bid Solicitation Number, Bid Solicitation Title, and the Quote submission date and should be sent to Procurement.Bureau@treas.nj.gov.

If, during a Quote evaluation process, an obvious pricing error made by a potential Contract awardee is found, the Director or his/her designee shall issue written notice to the Bidder.  The Bidder will have up to five (5) business days after receipt of the notice to confirm its pricing.  If the Bidder fails to respond, its Quote shall be considered withdrawn, and no further consideration shall be given to it.

[bookmark: _Toc117176236]JOINT VENTURE
If a Joint Venture is submitting a Quote, the agreement between the parties relating to such Joint Venture should be submitted with the Joint Venture’s Quote.  Authorized signatories from each party comprising the Joint Venture must sign the Offer and Acceptance Page.  Each party to the Joint Venture must individually complete and comply with all the forms and certification requirements in Bid Solicitation Section 3 – Quote Submission Requirements. 

[bookmark: _Toc117176237]SMALL BUSINESS SET-ASIDE CONTRACTS
Not applicable to this procurement.

[bookmark: _Toc117176238]DISABLED VETERANS’ BUSINESS SET-ASIDE CONTRACT 
Not applicable to this procurement.

[bookmark: _Toc117176239]BID SECURITY
Not applicable to this procurement.

[bookmark: _Toc117176240]BIDDER ADDITIONAL TERMS SUBMITTED WITH THE QUOTE
A Bidder may submit additional terms as part of its Quote.  Additional terms are Bidder-proposed terms or conditions that do not conflict with the scope of work required in this Bid Solicitation, the terms and conditions of this Bid Solicitation, or the State of New Jersey Standard Terms and Conditions.  Bidder proposed terms or conditions that conflict with those contained in the State of New Jersey Standard Terms and Conditions will render a Quote non-responsive.  It is incumbent upon the Bidder to identify and remove its conflicting proposed terms and conditions prior to Quote submission.  

Quotes including Bidder proposed additional terms may be accepted, rejected, or negotiated, in whole or in part, at the State’s sole discretion. 

If Bidder intends to propose terms and conditions that conflict with the State of New Jersey Standard Terms and Conditions, those Bidder proposed terms and conditions shall only be considered if submitted and agreed to pursuant to the electronic question and answer procedure.  Bidders shall not submit exceptions or modifications as part of the Quote or on the “Terms and Conditions” Tab through NJSTART. 

[bookmark: _Toc117176241]QUOTE CONTENT
The Quote should be submitted with the attachments organized in the following manner:
· Forms
· Technical Quote
· State-Supplied Price Sheet
· State of New Jersey Security Due Diligence Third Party Information Security Questionnaire

A Bidder should not password protect any submitted documents. Use of URLs in a Quote should be kept to a minimum and shall not be used to satisfy any material term of a Bid Solicitation. If a preprinted or other document included as part of the Quote contains a URL, a printed copy of the information should be provided and will be considered as part of the Quote. 

[bookmark: _Toc117176242]FORMS, REGISTRATIONS AND CERTIFICATIONS TO BE SUBMITTED WITH QUOTE 
Bidder are required to complete and submit the following forms.  As an alternative to uploading forms with the submitted Quote, a Bidder may complete the appropriate certifications in NJSTART on the “Terms and Categories” Tab within the Vendor Profile.  Those forms that may be completed on the NJSTART “Terms and Categories” Tab noted below. Additionally, a Bidder may attach completed forms to the Vendor Profile.  Refer to QRGs “Vendor Forms” and “Attaching Files” for additional instructions.  
VENDOR QUICK REFERENCE GUIDES

OFFER AND ACCEPTANCE PAGE 
The Bidder should complete and submit the Offer and Acceptance Page with the Quote.  The Offer and Acceptance Page must be signed by an authorized representative of the Bidder.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.    

OWNERSHIP DISCLOSURE FORM 
Pursuant to N.J.S.A. 52:25-24.2, in the event the Bidder is a corporation, partnership or limited liability company, the Bidder must disclose all 10% or greater owners by (a) completing and submitting the Ownership Disclosure Form with the Quote; (b) if the Bidder has submitted a signed and accurate Ownership Disclosure Form dated and received no more than six (6) months prior to the Quote submission deadline for this procurement, the Division may rely upon that form; however, if there has been a change in ownership within the last six (6) months, a new Ownership Disclosure Form must be completed, signed and submitted with the Quote; or, (c) a Bidder with any direct or indirect parent entity which is publicly traded may submit the name and address of each publicly traded entity and the name and address of each person that holds a 10 percent or greater beneficial interest in the publicly traded entity as of the last annual filing with the federal Securities and Exchange Commission or the foreign equivalent, and, if there is any person that holds a 10 percent or greater beneficial interest, also shall submit links to the websites containing the last annual filings with the federal Securities and Exchange Commission or the foreign equivalent and the relevant page numbers of the filings that contain the information on each person that holds a 10 percent or greater beneficial interest. N.J.S.A. 52:25-24.2.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this form online in NJSTART on the “Terms and Categories” Tab.  
A Bidder’s failure to submit the information required by N.J.S.A. 52:25-24.2 will result in the rejection of the Quote as non-responsive and preclude the award of a Contract to said Bidder.

  DISCLOSURE OF INVESTMENT ACTIVITIES IN IRAN FORM
 The Bidder should  submit Disclosure of Investment Activities in Iran form to certify that, pursuant to N.J.S.A. 52:32-58, neither the Bidder, nor one (1) of its parents, subsidiaries, and/or affiliates (as defined in N.J.S.A. 52:32-56(e)(3)), is listed on the Department of the Treasury’s List of Persons or Entities Engaging in Prohibited Investment Activities in Iran and that neither the Bidder, nor one (1) of its parents, subsidiaries, and/or affiliates, is involved in any of the investment activities set forth in N.J.S.A. 52:32-56(f).  If the Bidder is unable to so certify, the Bidder shall provide a detailed and precise description of such activities as directed on the form.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this form online in NJSTART on the “Terms and Categories” Tab.  

DISCLOSURE OF INVESTIGATIONS AND OTHER ACTIONS INVOLVING BIDDER FORM
The Bidder should submit the Disclosure of Investigations and Other Actions Involving Bidder Form,  with its Quote, to provide a detailed description of any investigation, litigation, including administrative complaints or other administrative proceedings, involving any public sector clients during the past five (5) years, including the nature and status of the investigation, and, for any litigation, the caption of the action, a brief description of the action, the date of inception, current status, and, if applicable, disposition.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

MACBRIDE PRINCIPLES FORM
The Bidder should submit the MacBride Principles Form.  Pursuant to N.J.S.A. 52:34-12.2, a Bidder is required to certify  that it either has no ongoing business activities in Northern Ireland and does not maintain a physical presence therein or that it will take lawful steps in good faith to conduct any business operations it has in Northern Ireland in accordance with the MacBride principles of nondiscrimination in employment as set forth in N.J.S.A. 52:18A-89.5 and in conformance with the United Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and permit independent monitoring of their compliance with those principles.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

SERVICE PERFORMANCE WITHIN THE UNITED STATES
The Bidder should submit a completed Source Disclosure Form. Pursuant to N.J.S.A. 52:34-13.2, all Contracts primarily for services shall be performed within the United States. If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive. 

CONFIDENTIALITY/COMMITMENT TO DEFEND
Pursuant to the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the common law right to know, Quotes can be released to the public in accordance with N.J.A.C. 17:12-1.2(b) and (c).  

The Bidder should submit a completed and signed Confidentiality/Commitment to Defend Form with the Quote.  In the event that the Bidder does not submit the Confidentiality form with the Quote, the State reserves the right to request that the Bidder submit the form after Quote submission.

After the opening of sealed Quotes, all information submitted by a Bidder in response to a Bid Solicitation is considered public information notwithstanding any disclaimers to the contrary submitted by a Bidder.  Proprietary, financial, security and confidential information may be exempt from public disclosure by OPRA and/or the common law when the Bidder has a good faith, legal/factual basis for such assertion. 

When the Bid Solicitation contains a negotiation component, the Quote will not be subject to public disclosure until a notice of intent to award a Contract is announced. 

As part of its Quote, a Bidder may request that portions of the Quote be exempt from public disclosure under OPRA and/or the common law. The Bidder must provide a detailed statement clearly identifying those sections of the Quote that it claims are exempt from production, and the legal and factual basis that supports said exemption(s) as a matter of law.  The State will not honor any attempts by a Bidder to designate its price sheet, price list/catalog, and/or the entire Quote as proprietary and/or confidential, and/or to claim copyright protection for its entire Quote.  If the State does not agree with a Bidder’s designation of proprietary and/or confidential information, the State will use commercially reasonable efforts to advise the Bidder. Copyright law does not prohibit access to a record which is otherwise available under OPRA.

The State reserves the right to make the determination as to what to disclose in response to an OPRA request.  Any information that the State determines to be exempt from disclosure under OPRA will be redacted.  

In the event of any challenge to the Bidder’s assertion of confidentiality that is contrary to the State’s determination of confidentiality, the Bidder shall be solely responsible for defending its designation, but in doing so, all costs and expenses associated therewith shall be the responsibility of the Bidder. The State assumes no such responsibility or liability.  

In order not to delay consideration of the Quote or the State’s response to a request for documents, the State requires that Bidder respond to any request regarding confidentiality markings within the timeframe designated in the State’s correspondence regarding confidentiality.  If no response is received by the designated date and time, the State will be permitted to release a copy of the Quote with the State making the determination regarding what may be proprietary or confidential.

SUBCONTRACTOR UTILIZATION PLAN
Bidders intending to use Subcontractor(s) shall list all subcontractors on the Subcontractor Utilization Plan form or may list the Subcontractor(s) on the “Subcontractor” Tab in NJSTART. 

For a Quote that does NOT include the use of any Subcontractors, the Bidder is automatically certifying that, if selected for an award, the Bidder will be performing all work required by the Contract. 

If it becomes necessary for the Contractor to substitute a Subcontractor, add a Subcontractor, or substitute its own staff for a Subcontractor, the Contractor will identify the proposed new Subcontractor or staff member(s) and the work to be performed.  The Contractor shall forward a written request to substitute or add a Subcontractor or to substitute its own staff for a Subcontractor to the State Contract Manager for consideration.    The Contractor must provide a completed Subcontractor Utilization Plan, a detailed justification documenting the necessity for the substitution or addition, and resumes of its proposed replacement staff or of the proposed Subcontractor’s management, supervisory, and other key personnel that demonstrate knowledge, ability and experience relevant to that part of the work which the Subcontractor is to undertake. The qualifications and experience of the replacement(s) must equal or exceed those of similar personnel proposed by the Contractor in its Quote.  The State Contract Manager will forward the request to the Director for approval.  

NOTE: No substituted or additional Subcontractors are authorized to begin work until the Contractor has received written approval from the Director.

SMALL BUSINESS SUBCONTRACTING SET-ASIDE CONTRACT 
This is a Contract with set-aside subcontracting for New Jersey Small Business Enterprises.  

If the Bidder intends to subcontract, it must submit a Subcontractor Utilization Plan and shall take the following actions to make a good faith effort to solicit and hire eligible New Jersey Small Business Enterprises:
A. The Bidder shall attempt to locate qualified potential New Jersey Small Business Enterprises subcontractors;
B. The Bidder shall request a listing of New Jersey Small Business Enterprises from the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit if none are known to the Bidder;
C. The Bidder shall keep a record of its efforts, including the names of businesses contacted and the means and results of such contacts;
D. The Bidder shall provide all potential subcontractors with detailed information regarding the specifications; and
E. The Bidder shall attempt, wherever possible, to negotiate prices with potential subcontractors submitting higher than acceptable price quotes.

A Bidder’s failure to satisfy New Jersey Small Business Enterprises set aside subcontracting or to provide sufficient documentation of its good faith efforts within seven (7) business days upon of a request may preclude award of a Contract to the Bidder.

Each Bidder awarded a Contract which contains the set-aside subcontracting requirement shall fully cooperate in any studies or surveys which may be conducted by the State to determine the extent of the Bidder’s compliance with N.J.A.C. 17:13-1.1 et seq., and this Bid Solicitation.

[bookmark: _Toc117176251]RESERVED

AFFIRMATIVE ACTION
The intended Contractor must submit a copy of a New Jersey Certificate of Employee Information Report, or a copy of Federal Letter of Approval verifying it is operating under a federally approved or sanctioned Affirmative Action program.  If the Contractor is not in possession of either a New Jersey Certificate of Employee Information Report or a Federal Letter of Approval, it must complete and submit the Affirmative Action Employee Information Report (AA-302).  Information, instruction and the application are available at https://www.state.nj.us/treasury/contract_compliance/index.shtml.

RESERVED

[bookmark: _Toc117176254]STATE OF NEW JERSEY SECURITY DUE DILIGENCE THIRD-PARTY INFORMATION SECURITY QUESTIONNAIRE 
The Bidder should complete and submit the State of New Jersey Security Due Diligence Third-Party Information Security Questionnaire (Questionnaire) with its Quote. If a Bidder does not submit the completed Questionnaire with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive. 

This Questionnaire is designed to provide the State with an overview of the Bidder’s security and privacy controls to ensure that the Bidder will (1) meet the State of New Jersey’s objectives as outlined and documented in the Statewide Information Security Manual; and (2) comply with the State’s security requirements as outlined in Section 6 – Data Security Requirements – Contractor Responsibility.  The State reserves the right to remove a Bidder from consideration of Contract award if the State determines that the Bidder’s Questionnaire failed to sufficiently convey that the Bidder’s security and privacy controls meet the State’s requirements. 

The State has executed a Confidentiality/Non-Disclosure Agreement which is attached to the Questionnaire.  The Bidder should countersign the Confidentiality/Non-Disclosure Agreement and include it with its submitted Questionnaire. If a Bidder does not submit the signed Confidentiality/Non-Disclosure Agreement with the Questionnaire, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.  No amendments to Confidentiality/Non-Disclosure Agreement are permitted.  

To the extent permissible under OPRA, the New Jersey common law right to know, and any other lawful document request or subpoena, the completed Questionnaire and supplemental documentation provided by the Bidder will be kept confidential and not shared with the public or other Bidders.

BUSINESS REGISTRATION
[bookmark: OLE_LINK1]In accordance with N.J.S.A. 52:32-44(b), a Bidder and its named Subcontractors must have a valid Business Registration Certificate (“BRC”) issued by the Department of the Treasury, Division of Revenue and Enterprise Services prior to the award of a Contract.  A Bidder should verify its Business Registration Certification Active status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Bidder’s Business Registration Certification Active status, NJSTART provides a link to take corrective action. . 

[bookmark: _Toc99544656][bookmark: _Toc100065594][bookmark: _Toc117176256][bookmark: _Toc118513773][bookmark: _Toc378232840][bookmark: _Toc400531501][bookmark: _Toc428533972][bookmark: _Toc87627113]3.13.14	Certification of Non-Involvement in Prohibited Activities in Russia or Belarus Pursuant to P.L.2022, c3
The Bidder should submit the Certification of Non-Involvement in Prohibited Activities in Russia or Belarus Form.  Pursuant to P.L.2022, c.3, a person or entity seeking to enter into or renew a contract for the provision of goods or services shall certify that it is not Engaging in Prohibited Activities in Russia or Belarus as defined by P.L.2002, c.3, sec. 1(e).  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.

[bookmark: _Toc117176257]TECHNICAL QUOTE 
The Bidder shall describe its approach and plans for accomplishing the work outlined in the Scope of Work.  The Bidder must set forth its understanding of the requirements of this Bid Solicitation and its approach to successfully complete the Contract. The Bidder should include the level of detail it determines necessary to assist the Evaluation Committee in its review of the Bidder’s Quote.

[bookmark: _Toc117176258]MANAGEMENT OVERVIEW
The Bidder shall set forth its overall technical approach and plans to meet the requirements of the Bid Solicitation in a narrative format.  This narrative should demonstrate to the Evaluation Committee that the Bidder understands the objectives that the Contract is intended to meet, the nature of the required work, and the level of effort necessary to successfully complete the Contract.  The narrative should include the Bidder’s approach and plans to undertake and complete the Contract are appropriate to the tasks and subtasks involved. 

Mere reiterations of Bid Solicitation tasks and subtasks are strongly discouraged, as they do not provide insight into the Bidder’s approach to complete the Contract. The Bidder’s response to this section should demonstrate to the Evaluation Committee that the Bidder’s detailed plans and approach proposed to complete the Scope of Work are realistic, attainable and appropriate, and that the Bidder’s Quote will lead to successful Contract completion.

[bookmark: _Toc117176259]CONTRACT MANAGEMENT
The Bidder should describe its specific plans to manage, control and supervise the Contract to ensure satisfactory Contract completion according to the required schedule.  The plan should include the Bidder’s approach to communicate with the State Contract Manager including, but not limited to, status meetings, status reports, etc.

[bookmark: _Toc117176260]CONTRACT SCHEDULE
The Bidder should include a draft Contract schedule.  If key dates are a part of this Bid Solicitation, the Bidder’s schedule should incorporate such key dates and should identify the completion date for each task and sub-task required by the Scope of Work.  Such schedule should also identify the associated deliverable item(s) to be submitted as evidence of completion of each task and/or subtask.

The Bidder should identify the Contract scheduling and control methodology to be used and should provide the rationale for choosing such methodology.  

[bookmark: _Toc117176261]MOBILIZATION PLAN
Not applicable to this procurement.

[bookmark: _Toc117176262]ADDITIONAL PLAN(S)
Not applicable to this procurement.

[bookmark: _Toc117176263]ORGANIZATIONAL EXPERIENCE
The Bidder should include information relating to its organization, personnel, and experience, including, but not limited to, references, together with contact names and telephone numbers, evidencing the Bidder’s qualifications, and capabilities to perform the services required by this Bid Solicitation.  The Bidder should include the level of detail it determines necessary to assist the Evaluation Committee in its review of Bidder’s Quote.

[bookmark: _Toc117176264]LOCATION
The Bidder should include the address of the where responsibility for managing the Contract will take place.  The Bidder should include the telephone number and name of the individual to contact.

[bookmark: _Toc117176265]ORGANIZATION CHARTS
The Bidder should include an organization chart, with names showing management, supervisory and other key personnel (including Subcontractor management, supervisory, or other key personnel) to be assigned to the Contract.  The chart should include the labor category and title of each such individual.

[bookmark: _Toc117176266]RESUMES
Detailed resumes should be submitted for all management, supervisory, and key personnel to be assigned to the Contract. Resumes should emphasize relevant qualifications and experience of these individuals in successfully completing Contracts of a similar size and scope to those required by this Bid Solicitation.  Resumes should include the following:
A. The individual's previous experience in completing each similar Contract;
B. Beginning and ending dates for each similar Contract;
C. A description of the Contract demonstrating how the individual's work on the completed Contract relates to the individual's ability to contribute to successfully providing the services required by this Bid Solicitation; and
D. With respect to each similar Contract, the name and address of each reference together with a person to contact for a reference check and a telephone number.

The Bidder should provide detailed resumes for each Subcontractor’s management, supervisory, and other key personnel that demonstrate knowledge, ability, and experience relevant to that part of the work which the Subcontractor is designated to perform.  

[bookmark: _Toc117176267]EXPERIENCE WITH CONTRACTS OF SIMILAR SIZE AND SCOPE
The Bidder should provide a comprehensive listing of contracts of similar size and scope that it has successfully completed, as evidence of the Bidder’s ability to successfully complete services similar to those required by this Bid Solicitation.  Emphasis should be placed on contracts that are similar in size and scope to the work required by this Bid Solicitation.  A description of all such contracts should be included and should show how such contracts relate to the ability of the firm to complete the services required by this Bid Solicitation.  For each such contract listed, the Bidder should provide two (2) names and telephone numbers of individuals for contracting party. Beginning and ending dates should also be given for each contract.

The Bidder must provide details of any negative actions taken by other contracting entities against them in the course of performing these projects including, but not limited to, receipt of letters of potential default, default, cure notices, termination of services for cause, or other similar notifications/processes.  Additionally, the Bidder should provide details, including any negative audits, reports, or findings by any governmental agency for which the Bidder is/was the contractor on any contracts of similar scope.  In the event a Bidder neglects to include this information in its Quote, the Bidder’s omission of this necessary disclosure information may be cause for rejection of the Bidder’s Quote by the State.

The Bidder should provide documented experience to demonstrate that each Subcontractor has successfully performed work on contracts of a similar size and scope to the work that the Subcontractor is designated to perform in the Bidder’s Quote.  The Bidder must provide a detailed description of services to be provided by each Subcontractor.

[bookmark: _Toc117176268]FINANCIAL CAPABILITY OF THE BIDDER
The Bidder should provide sufficient financial information to enable the State to assess the financial strength and creditworthiness of the Bidder and its ability to undertake and successfully complete the Contract.  In order to provide the State with the ability to evaluate the Bidder’s financial capacity and capability to undertake and successfully complete the Contract, the Bidder should submit the following:
A. For publicly traded companies the Bidder should provide copies or the electronic location of the annual reports filed for the two most recent years; or
B. For privately held companies the Bidder should provide the certified financial statement (audited or reviewed) in accordance with applicable standards by an independent Certified Public Accountant, including a balance sheet, income statement, and statement of cash flow, and all applicable notes for the most recent calendar year or the Bidder’s most recent fiscal year. 

If the information is not supplied with the Quote, the State may still require the Bidder to submit it.  If the Bidder fails to comply with the request within seven (7) business days, the State may deem the Quote non-responsive.

A Bidder may designate specific financial information as not subject to disclosure when the Bidder has a good faith legal/factual basis for such assertion.  The State reserves the right to make the determination to accept the assertion and will so advise the Bidder.

[bookmark: _Toc117176269]STATE PRICE SHEET INSTRUCTIONS
The Bidder must submit its pricing using the State-Supplied Price Sheet accompanying this Bid Solicitation and located on the “Attachments” Tab. 
A. The Bidder shall provide its pricing in the yellow cells for Year 1, Year 2, and Year 3 for all 37 Price Lines:
1. Pricing submitted in Price Lines 1-20 shall be firm fixed ceiling price, per transaction, and are differentiated by estimated volume ranges of total monthly transactions;
a. Price Lines 1-10 are firm fixed ceiling price Transaction Fees and Contractor(s) Convenience Fees for e-Government application and merchant services for Internet or IVR based applications hosted by the Contractor, pursuant to Bid Solicitation Section 4.4.1;
b. Price Lines 11-20 are firm fixed ceiling price Transaction Fees and Contractor(s) Convenience Fees for e-Government application and merchant services for Internet or IVR based applications hosted by the State, pursuant to Bid Solicitation Section 4.4.1;
2. Pricing submitted in Price Lines 21-30 shall be firm fixed ceiling prices and per transaction for migrated applications, and shall include any maintenance and operation costs. Price lines are differentiated by estimated volume ranges of total monthly transactions for migrated applications. Please see Bid Solicitation Section 4.4.2 for additional information;  and
3. Pricing submitted in Price Lines 30-37- shall be all-inclusive hourly rates for various consulting services pursuant to Bid Solicitation Section 4.14.

Any price changes including hand written revisions or "white-outs" must be initialed.  Failure to initial price changes shall preclude a Contract award from being made to the Bidder pursuant to N.J.A.C. 17:12-2.2(a)(8).

Where the State-Supplied Price Sheet includes an estimated quantity column, Bidders are advised that estimated quantities may vary throughout the Contract term resulting from this Bid Solicitation.  There is no guaranteed minimum or maximum volume for these price lines. 

[bookmark: _Toc117176270]CASH DISCOUNTS
The Bidder is encouraged to offer cash discounts based on expedited payment by the State.  The State will make efforts to take advantage of discounts, but discounts will not be considered in determining the price rankings of Quotes.  Should the Bidder choose to offer cash discounts, the following shall apply:
A. Discount periods shall be calculated starting from the next business day after the Using Agency has accepted the goods or services, received a properly signed and executed invoice and, when required, a properly executed performance security, whichever is latest; and
B. The date on the check issued by the State in payment of that invoice shall be deemed the date of the State's response to that invoice.

[bookmark: _Toc117176271]USE OF “NO BID” VERSUS “NO CHARGE” ON THE STATE-SUPPLIED PRICE SHEET
Not applicable to this procurement. 


[bookmark: _Toc117176272][bookmark: _Toc400531507][bookmark: _Toc428533978][bookmark: _Toc32310703]SCOPE OF WORK
Please see Section 4.2019 for a Contract-Specific Glossary that supplements the general terms covered in Section 9’s Glossary.

[bookmark: _Toc117176273][bookmark: _Toc87627040]SCOPE OF WORK – OVERVIEW
The Contract(s) resulting from this Bid Solicitation require the enhancement and creation of applications for the Treasury and other State agencies. The types of applications will include: information requests where a Customer can search public information or request copies of documents which must be capable of being delivered to multiple devices; and interactive applications for required filings from citizens, businesses, employees, and local governments regulated by a Using Agency. The Contractor(s) shall provide the ability to accept electronic payment and electronic signatures which may be required to complete each application.

Contractor(s) services that may be required through this Bid Solicitation include but are not limited to:
A. Project management of all services being delivered under this  Contract;
B. Work order preparation for each application being considered for enhancement or creation under this Contract;
C. Enhancement of existing e-Government applications;
D. Design and development of new applications;
E. Online user help and online instruction for completing data fields and processes;
F. Program documentation for Help Desk and program support staff;
G. All phases of testing to ensure programs are error free, meet business requirements, and satisfy performance and security requirements;
H. Delivery of services through the State’s existing myNJ portal Identity and Access Management infrastructure which currently delivers services to businesses, employees, citizens, and local government officials;
I. Information architecture that will facilitate information sharing and analysis at an enterprise level;
J. Marketing services to promote the use of the State's e-Government services;
K. Hosting of applications in an environment that is reliable, fast and secure;
L. Support services including application maintenance and help desk support; and
M. Mentoring of State staff for applications that will be supported and maintained by the Using Agency after delivery by the Contractor(s).

The Contractor(s) shall serve as an application service provider (ASP) to provide e-Government applications and services to the State of New Jersey Customers. Application services may include transaction processing between the State and its Customers over the Internet, Interactive Voice Response (IVR) processing, credit card processing, e-Checks, electronic funds transfers (EFTs), integration with existing agency systems, application hosting and administration, user support, and management reporting.

[bookmark: _Toc117176274]DELIVERY METHOD
At the sole discretion of the State, the Contractor(s) shall provide the required services through either:
A. A State hosted system, on State-provided servers, located at a State facility;
B. The State’s cloud tenant with State-provided network access; or
C. Through a Contractor(s)-hosted system on Contractor(s)-provided servers at a Contractor(s) facility with Contractor(s)-provided network access.  

The State shall have the option of migrating existing applications developed under current T2560 Contract 88947 to the Contractor(s)’s-hosted environment established under this Contract. The Contractor(s) must be fully prepared to transition any or all of these existing applications to the Contractor(s)’s host environment. This transition shall consist of the source code and the object code and includes all network configurations provided to the State or from the prior Contractor(s)’s host environment, as applicable.  At the time the awardee is able to administer existing programs, the State will determine which applications to migrate. 

Any cost associated with the migration of existing applications shall be incorporated into the Transaction and Contractor(s) Convenience Fees. Please refer to Section 4.4.2 and 4.4.3 for additional information.

[bookmark: _Toc68619849][bookmark: _Toc68619850][bookmark: _Toc68619851][bookmark: _Toc68619852][bookmark: _Toc68619853][bookmark: _Toc68619854][bookmark: _Toc68619855][bookmark: _Toc68619856][bookmark: _Toc68619857][bookmark: _Toc68619858][bookmark: _Toc68619859][bookmark: _Toc68619860][bookmark: _Toc68619861][bookmark: _Toc68619862][bookmark: _Toc68619863][bookmark: _Toc68619864][bookmark: _Toc68619865][bookmark: _Toc68619866][bookmark: _Toc68619867][bookmark: _Toc68619868][bookmark: _Toc68619869][bookmark: _Toc68619870][bookmark: _Toc68619871][bookmark: _Toc68619872][bookmark: _Toc68619873][bookmark: _Toc68619874][bookmark: _Toc68619875][bookmark: _Toc68619876][bookmark: _Toc68619877][bookmark: _Toc68619878][bookmark: _Toc68619879][bookmark: _Toc68619880][bookmark: _Toc68619881][bookmark: _Toc68619882][bookmark: _Toc68619883][bookmark: _Toc68619884][bookmark: _Toc68619885][bookmark: _Toc68619886][bookmark: _Toc68619887][bookmark: _Toc68619888][bookmark: _Toc68619889][bookmark: _Toc68619890][bookmark: _Toc68619891][bookmark: _Toc68619892][bookmark: _Toc68619893][bookmark: _Toc68619894][bookmark: _Toc68619895][bookmark: _Toc68619896][bookmark: _Toc68619897][bookmark: _Toc68619898][bookmark: _Toc68619899][bookmark: _Toc68619900][bookmark: _Toc68619901][bookmark: _Toc68619902][bookmark: _Toc68619903][bookmark: _Toc68619904][bookmark: _Toc68619905][bookmark: _Toc68619906][bookmark: _Toc68619907][bookmark: _Toc68619908][bookmark: _Toc68619909][bookmark: _Toc68619910][bookmark: _Toc68619911][bookmark: _Toc68619912][bookmark: _Toc68619913][bookmark: _Toc68619914][bookmark: _Toc68619915][bookmark: _Toc68619916][bookmark: _Toc68619917][bookmark: _Toc68619918][bookmark: _Toc68619919][bookmark: _Toc68619920][bookmark: _Toc68619921][bookmark: _Toc68619922][bookmark: _Toc68619923][bookmark: _Toc68619924][bookmark: _Toc68619925][bookmark: _Toc68619926][bookmark: _Toc68619927][bookmark: _Toc68619928][bookmark: _Toc68619929][bookmark: _Toc68619930][bookmark: _Toc68619931][bookmark: _Toc68619932][bookmark: _Toc68619933][bookmark: _Toc68619934][bookmark: _Toc68619935][bookmark: _Toc68619936][bookmark: _Toc68619937][bookmark: _Toc68619938][bookmark: _Toc68619939][bookmark: _Toc68619940][bookmark: _Toc68619941][bookmark: _Toc68619942][bookmark: _Toc68619943][bookmark: _Toc68619944][bookmark: _Toc68619945][bookmark: _Toc68619946][bookmark: _Toc68619947][bookmark: _Toc68619948][bookmark: _Toc68619949][bookmark: _Toc68619950][bookmark: _Toc68619951][bookmark: _Toc68619952][bookmark: _Toc68619953][bookmark: _Toc68619954][bookmark: _Toc68619955][bookmark: _Toc68619956][bookmark: _Toc68619957][bookmark: _Toc68619958][bookmark: _Toc68619959][bookmark: _Toc68619960][bookmark: _Toc68619961][bookmark: _Toc68619962][bookmark: _Toc68619963][bookmark: _Toc68619964][bookmark: _Toc87627041][bookmark: _Toc117176275]PROJECT MANAGEMENT AND ADMINISTRATION

[bookmark: _Toc87627042][bookmark: _Toc117176276]DIVISION OF REVENUE AND ENTERPRISE SERVICES (DORES)
DORES will guide the development of the e-Government applications in cooperation with participating State agencies, and Treasury will approve funding mechanisms for all applications. Decisions regarding application priorities, security, Customer service levels, and optional services will be governed by the State.

DORES will designate a State Contract Manager for this Contract. The State Contract Manager will serve as a liaison between the Contractor(s) and agency representatives (Using Agency Liaisons) assigned to work on application development projects and on-going e-Government service initiatives. All pertinent aspects of this e-Government project such as planning and design services, development and integration of applications into the State’s e-Government infrastructure, adherence to standards, and priority of projects must be coordinated through the State Contract Manager and approved by the Oversight Entity.  The State Contract Manager is not responsible for negotiating the Statement of Work agreed to for each Using Agency. 

[bookmark: _Toc87627043][bookmark: _Toc117176277]CONTRACTOR(S)’S CONTRACT MANAGER
The Contractor(s) shall designate a full-time Contract Manager who will be responsible for all Contractor(s) activities. The Contract Manager shall meet regularly with the State Contract Manager to review project activity and status, status of planned e-Government products and services, Customer service activity, Customer satisfaction survey results, and any issues that need addressing as determined by the State.  The Contract Manager shall be a full-time resource dedicated to this Contract. 

The Contract Manager’s duties shall include coordinating the work described below and ensuring that it is being done to the satisfaction of the Using Agency and the State Contract Manager.

A. The Contractor(s) shall work with the Using Agency to develop the requirements and design for each application and provide the Using Agency with a Quote for e-Government service delivery. Where appropriate, the Contractor(s) shall recommend existing e-Government applications that will assist the Using Agency in providing effective and enhanced services via the Internet.

B. The Contractor(s) shall also work with the State to develop a process for resolving production-related application issues, including how service deficiencies will be reported to the State and by the State, as well as the responsibilities and timeframes for correction of the deficiencies.

C. The Contractor(s) shall provide project management for all services to be delivered under this Contract. The State has adopted The Project Management Institute’s Body of Knowledge (PMBOK) (http://www.pmi.org/) as its project management methodology and will require the awardee to follow this methodology. The State has also standardized on Microsoft Project as its tracking and project management tool.

D. The Contractor(s), based on its prior e-Government experience in other states, shall advise the State of any legislation that may impact the State's e-Government objectives or applications as well as any legislation that may be needed to achieve the State's e-Government objectives throughout the life of the Contract.

[bookmark: _Toc87627044][bookmark: _Toc117176278]SELF-SUPPORTING BUSINESS MODEL FOR ON-LINE AND PREMIUM SERVICES
All e-Government projects shall be financially self-funded. The Contractor(s) shall fund all up-front and ongoing investment and operational costs. The Contractor(s) will be paid for services based on the model agreed to for each application or service.

The State requires the following two (2) models of services:
A. Contractor(s) to provide e-Government application and merchant services (see Section 4.12); and
B. Contractor(s) to provide e-Government application services which consist of Transaction Fee or Contractor(s) Convenience Fee services.

The State will not guarantee current or future transaction volumes. The State cannot estimate the volume of work that will be required as part of this Contract. The State makes no guarantee of a minimum or maximum volume or dollar value for this Contract.

This Contract shall provide State Using Agencies seeking to develop their own e-Government services with focused, value-added industry expertise that supports the key objectives of the State's e-Government strategy (Section 1.2).

[bookmark: _Toc87627045][bookmark: _Toc117176279]PRICING STRUCTUre for NEW APPLICATIONS (price lines 1-20)
All services must be delivered based on the self-funded application model described below. 

All costs for services must be derived from the following cost models, as determined by the Using Agency:
A. Transaction Fee service for new applications - Direct charge billed to the Using Agency for processing a transaction through the application after the design and development is complete. The Transaction Fee is based on the estimated average monthly volume of transactions processed through the application after development. 
1. The Using Agency will assume all costs associated with the transaction. The Contractor(s) shall directly bill the Using Agency for each transaction; or
B. Contractor(s) Convenience Fee service for new applications - Direct charge billed to the Customer for processing a transaction through the application after the design and development is complete. The Contractor(s) Convenience Fee would be based on the estimated average monthly volume of transactions processed through the application after development. 
1. The Customer will assume all associated costs. The Contractor(s) shall directly bill the Customer for each transaction.

Final Transaction and Contractor(s) Convenience Fees will be established throughas part of the Work Order Preparation the development phase as referenced in Bid Solicitation Section 4.6 and agreed upon by the Contractor(s) and the Using Agency. Once agreed upon, the Transaction and Contractor(s) Convenience Fees will be incorporated into the Statement of Work and signed off by the Using Agency, State Contract Manager, and the Oversight Entity (Bid Solicitation Section 4.612). 

The established Transaction and Contractor Convenience fee shall not exceed the maximum Transaction/Contractor Convenience Fee as awarded.

PRICING STRUCTURE FOR MIGRATED APPLICATIONS (Price lines 21-30)
All services for migrated applications must be delivered based on the self-funded application model described below.

A. Transaction Fee for migrated applications – Direct charge billed to the Using Agency for processing a transaction through the application migrated from the State or another contractor after migration is complete. The Transaction Fee is  based on the estimated average monthly volume of transactions processed through the application after migration. 
1. The Using Agency will assume all costs associated with the transaction. The Contractor(s) shall directly bill the Using Agency for each transaction; or 
B. Contractor(s) Convenience Fee for migrated applications – Direct charge billed to the Customer for processing a transaction through the application migrated from the State or another contractor after migration is complete. The Contractor(s) Convenience Fee is based on the estimated average monthly volume of transactions processed through the application after migration. 
1. The Customer will assume all associated costs. The Contractor(s) shall directly bill the Customer for each service. 

MAINTENANCE and OPERATION costs
Contractor(s) shall provide all maintenance and operation services necessary for new and migrated applications to ensure that the hosted application is fully functional, including but not limited to formatting changes, text changes, changes to statistical reports, troubleshooting and correction of data transfers that do not process properly into the State’s back end systems, ensuring that the applications are up and running, ensuring that payments are processing, files are being sent/received with contracted State agencies, certificates are being provided, proper validation of the various certificates, sending of electronic communications and payment receipts, sending agencies payment information, sending statistical reporting on a periodic basis, administrative queues are working properly, periodic updates, and including data transfers that can include multiple times a day, daily, weekly, monthly, or annually.

Maintenance and Operation costs shall be built into the Transaction and Contractor(s) Convenience Fees for Price Lines 1-30.  

[bookmark: _Toc117176280][bookmark: _Toc87627046]SOFTWARE AND DOCUMENTATION ESCROW
Before production operations begin for any application developed under this Contract, the Contractor(s) shall deliver to the State or to a State approved escrow agent a complete set of the Contractor(s)'s software source programs, program object code, all network configurations, operations manuals, service manuals, written procedures, and any such other materials necessary for the State to operate the system, at no cost to the State. The software source and object programs, and documentation, can be delivered on mutually agreeable media. Installation packages for third party software products licensed by the Contractor(s) must be included. These materials would allow the State to:
A. Continue operations in the event the Contractor(s) becomes unable to perform.
B. Confirm that only authorized software and procedures are employed with the System. In this regard, access by the State to the escrow (if escrowed) shall be at the State’s discretion for auditing its contents, or for preparation to assume operations of the System, or for purposes of the State’s administration of its applications.

As application changes are implemented, both the change and change documentation shall be provided to the State (or escrow) to continue the State’s protection. Changes to the State’s (escrow’s) copy of these materials must occur within one (1) week of installation in production operations.

[bookmark: _Toc117176281]WORK ORDER PREPARATION – STATEMENT OF WORK
The Contractor(s), in conjunction with the Using Agency, shall develop the most advantageous solution and cost for each e-Government application.  For each potential application requested under this Contract, the Using Agency liaison and Contractor(s) will meet to define the application scope and requirements. Once the Statement of Work is completed, the State Contract Manager will review it and it will be submitted to the Oversight Entity.

Requirements shall be diagrammed and documented using standard tools and Word documents. 

The Statement of Work must include:
A. Requirements definition and preliminary design;
B. Impact/integration details for dependent application(s);
C. List of all languages, tools and technologies that will be used;
D. Application architecture diagram;
E. Application reference data model;
F. Roles and responsibilities of State staff;
G. Roles and responsibilities of Contractor(s) staff;
H. Timeframes and dependencies (see Bid Solicitation Section 4.6.1);
I. Required system resources;
J. Performance/response time expectations;
K. Project management template indicating level of reporting for application effort;
L. Price Sheet for each optional service;
M. Fee structure, payment methods and entity responsible for payment;
N. Estimated transaction volumes;
O. Total cost per transaction;
P. Clearly defined deliverables and acceptance criteria (see Bid Solicitation Section 4.6.1); and
Q. Change Control Process.

The Contractor(s) shall work with the Using Agency to improve and streamline processes as part of designing Internet and/or IVR-based applications.

The SCM will evaluate each Using Agency’s submitted Statement of Work and its cost options and will set priorities for the Statement of Work that has been approved by the Oversight Entity. All Statement of Work terms may be renegotiated at any time during the life of the Contract. 

Upon Statement of Work approval from the Oversight Entity, and before commencement of a work order, either the State Contract Manager and/or the Using Agency liaison may further negotiate pricing terms. Negotiations may include reductions in the firm fixed ceiling price submitted with the Contractor(s) original Price Sheet (see Bid Solicitation Section 3.26), or discounts for applications that have matured to a “maintenance only” status. The Contractor(s) is advised that these negotiations may only result in discounts and prices shall not be greater than those provided in its original Price Sheet without written consent of the Director.
 
[bookmark: _Toc117176282][bookmark: _Toc87627047]STATEMENT OF WORK – DELIVERABLES and Timelines
The Contractor(s) shall work with the Using Agency to create a project plan as a deliverable in each Statement of Work.

To the maximum extent possible, the Contractor(s) shall make schedule projections based on investigation of the legacy systems involved (if any), analysis of business rules and flows,  assessments of  staff time committed to other projects, and review of the  design and architectural elements involved.  The Contractor(s) shall work diligently to accomplish each application according to the project plan in accordance with any relative priority ranking assigned by the Oversight Entity. The Contractor(s) shall make every reasonable effort to keep the Using Agency informed of problems that may cause delays in the delivery of the application contained in the Statement of Work.

[bookmark: _Toc117176283]GENERAL DESIGN REQUIREMENTS
The State anticipates that Customers will use e-Government services for streamlined information access and dissemination, as well as for real-time electronic filing, reporting, and payment transaction processing, and that these e-Government capabilities will greatly improve the relationship between the State and its Customers. All applications must be intuitive, easy to use, efficient, convenient, and secure. A consistent user interface is required. OIT will work with the Contractor(s) and Using Agency to develop and ensure conformity with user interface standards.

All applications shall secure and protect Customer information. Each application shall be designed to communicate the level of security and privacy that is being used to achieve Customer confidence in using online services. Contractor(s) shall not sell, distribute, release, or make public, any Customer personal data obtained as a result of using e-Government applications.

Designs shall accommodate the rapidly changing world of information technology, including e-Government, electronic commerce, image/voice applications and data repository/warehouse systems. Designs shall be flexible and allow for the addition of new capabilities and technological advances.

In designing the user interface, the Contractor(s) shall make all reasonable efforts to comply with the NJ Web Presence Guidelines which may be found here: https://www.tech.nj.gov/it/docs/NJ_Web_Presence_Guidelines.pdf, as may be updated.

[bookmark: _Toc87627048][bookmark: _Toc117176284]CONSUMER ACCESS AND ACCESSIBILITY
All State-hosted applications requiring identity and access management may be required to be delivered through the State’s myNJ portal/Identity and Access Management infrastructure (https://my.state.nj.us/aui/Login). All Contractor(s)-hosted applications may need to be integrated with this environment.

The Contractor(s) shall make each e-Government application accessible to Customers via popular browsers, such as Microsoft Edge, Chrome, Firefox, and Safari, or as required in the associated Statement of Work.

[bookmark: _Toc87627049][bookmark: _Toc117176285]UNIVERSAL OR ALTERNATIVE ACCESS
The e-Government application shall be designed, if required by the Using Agency, with the ability to accommodate alternative methods of accessing the Internet including:
A. Personal hand-held devices;
B. IVR systems;
C. Kiosks;
D. Cell phones;
E. Wireless Access Protocol (WAP) devices; and
F. WebTV.

Not all of these access devices will be able to accommodate the same level of display, communication and other programming capabilities that are accessible on the Internet through a standard Internet browser. However, the Contractor(s) shall be prepared to provide basic access functionality through alternate methods such as those outlined above.

[bookmark: _Toc87627050][bookmark: _Toc117176286]MULTI-LANGUAGE AND DISABLED ACCESS
E-Government applications must be multi-lingual if required by the Using Agency.  Details, including which languages should be supported, shall be included in the associated Statement of Work.

The Contractor(s) shall be able to support Customers who need special features to accommodate certain disabilities. For example, the Contractor(s) shall comply with relevant Federal ADA guidelines and Section 508 of the Rehabilitation Act Amendments of 1998.

[bookmark: _Toc87627051][bookmark: _Toc117176287]BUILD AND TEST APPLICATIONS
All applications built under this Contract shall meet the system requirements and be delivered under the Contract fee structure. Applications shall be built in accordance with the Statewide Information Security Manual:  https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf. The Contractor(s) shall build efficient code and achieve performance measures specified in the application Statement of Work.

The Contractor(s), when required in the Statement of Work, shall also be responsible for implementing required interfaces with “back-end” enterprise, legacy production systems and third party vendor programming.

Applications shall be tested at the development level, unit tested in a shared environment, system tested with other dependent components, performance tested to ensure response time and resource utilization expectations are met, and deployed to production. All source code shall be managed by source control software. 

A dummy account including payment functionality and a test payment account must be available within the development, test, and production environments to be able to test any issues that arise within the test and production environments.   Each application must maintain a control count in the development, test, and production environments.  The control count is equal to the number of daily successful transactions up until the batch transmittal time.  This control count will be compared to the number of detailed records sent, and the number of payment records sent to the State.  The Contractor(s) should never count the records when being inserted into the production database. 

The Contractor(s) shall deliver sufficient documentation to the State that explains the code, component dependencies, deployment instructions, and configuration specifications, as well as instructions for backup of and recovery of the data and application. 

The Contractor(s) shall deposit all source code for all applications developed under this Contract into escrow as detailed in the escrow agreement outlined in Section 4.5 of this Bid Solicitation.

[bookmark: _Toc87627052][bookmark: _Toc117176288]MERCHANT SERVICES
The State has developed enterprise e-payment web services which must be used for all State- hosted applications delivering this functionality. For Contractor(s)-hosted applications the Contractor(s) must provide its own enterprise e-payment web services. The Contractor(s), when required, shall utilize and/or work with the State to enhance these web services for Contractor(s)-hosted applications or where application requirements demand more functionality.

For a payment transaction, online authorization shall be obtained through these web services. When the authorization request from the payment processor is successful, the payment system shall provide confirmation to the Customer that the transaction has been processed. Until the Customer initiates payment authorization, the Customer shall have the ability to cancel the process.

The systems must interface with the State’s credit card processing system for credit card transactions. The Contractor(s) must provide its own method of processing e-checks, including the outreach and/or resolution of e-check payments.

The Contractor(s) shall provide for card acceptance, authorization, and the management of refunds, credits, and returns. The Contractor(s) shall use file formats with appropriate security and user interfaces regarding electronic transactions through the Internet sites and IVR platforms used under this Contract. State fees collected via Contract applications shall be remitted directly to the State Treasurer for deposit in the fund(s) designated by the Treasurer and communicated by the State Contract Manager (SCM). The State Contract Manager will also provide Treasury-approved transaction reporting instructions to the Contractor(s). The Contractor(s) shall follow all such instructions to verify transaction volumes, deposits and where applicable, Contractor(s) billings. Contractor(s) agree that:
· Transaction fees may not be withheld prior to remittance to the State. State agencies will pay the Transaction Fees on a monthly basis following the receipt and successful reconciliation of Contractor(s) invoices that provide itemized details of all transactions and deposits completed during the month in accordance with Treasury-approved reporting instructions. The State Contract Manager will specify the procedures for delivery of monthly invoices to Using Agencies.
· Contractor(s) Convenience Fees shall be collected as part of the authorized payment from the Customer and may be withheld prior to remittance to the State. Customers shall be informed of the amount of the Contractor(s) Convenience Fee prior to initiating a transaction. In cases where both a State fee and Contractor(s) Convenience Fee are assessed, the State and Contractor(s) Convenience Fee amounts shall be listed separately so that the Customer has a clear understanding of how the payment is apportioned.
· State fees shall be remitted directly to the State Treasurer for deposit in the fund(s) designated by the Treasurer and communicated by the State Contract Manager.

The Contractor(s) shall be financially responsible for all merchant service fee charges for Contractor(s)-Hosted applications.

The Contractor(s) shall be financially responsible for all overcharges and mischarges that occur as a result of Contract application errors and/or omissions. Any overcharges/mischarges shall be itemized on the Contractor(s)’s monthly invoice and deducted from or credited to the balance due.

[bookmark: _Toc87627053][bookmark: _Toc117176289]MARKETING AND PUBLICIZING E-GOVERNMENT TRANSACTIONS
The Contractor(s) shall assist the State in major marketing activities associated with the implementation of e-Government applications. Marketing activities may include publicizing the State's e-Government program as a whole and efforts designed to bolster usage of e-Government services. The Contractor(s) shall assist the State in marketing the advantages and benefits of e-Government services to Using Agencies and potential Customers. All marketing initiatives conducted by the Contractor(s) must be approved by the Treasurer’s Office before being released.

The Contractor(s) shall notify Customers of new or enhanced services via e-mails, web page banners and/or other publication methods.

The Contractor(s) shall provide a full-time resource that is available for marketing and business development at no cost to the State.

[bookmark: _Toc87627054][bookmark: _Toc117176290]CONSULTING SERVICES
With the Oversight Entity’s approval, the Contractor(s) shall provide consulting services to assist Using Agencies in implementing their own e-Government services. The Using Agency’s own e-Government services are services that are managed by the Using Agency’s in-house staff and hosted in the Using Agency’s in-house information technology facilities. For this type of engagement, the Contractor(s) shall be paid via the all-inclusive hourly rate established in the Price Sheet (price lines 31-37). The work order for these consulting services shall be awarded via a Mini-Bid and may include application requirements analysis, design, build, testing, and installation services, as required.

[bookmark: _Toc87627055][bookmark: _Toc117176291]SERVICE LEVELS
Depending on the criticality or anticipated volume of the services to be delivered by the Contractor(s), the State will determine the level of service needed in the following categories. Each service level and its associated cost shall be specified in the Statement of Work for each application.

[bookmark: _Toc87627056][bookmark: _Toc117176292]CUSTOMER SERVICE
For issues related to usage, navigation, applications, or Customer problems regarding use of an e-Government application implemented under this Contract, the Contractor(s) shall provide support. Any issues regarding the back-end processing of State applications or State-maintained Web pages shall be forwarded to a State government help facility designated by the State Contract Manager.

[bookmark: _Toc87627057][bookmark: _Toc117176293]TELEPHONE AND EMAIL SUPPORT
The Contractor(s) shall provide telephone and e-mail support seven (7) days per week, 24 hours per day. All questions or inquiries must be responded to by the Contractor(s) within one (1) business day. The Contractor(s) shall maintain a record of telephone calls and e-mail questions and their disposition which shall be forwarded to the State Contract Manager for review on a regularly scheduled basis (not less than monthly).

The Contractor(s) shall also include online chat capability for Customer support. 

Telephone, email, and chat support requirements include the following:
A. Logging of Customer telephone calls, e-mails, and chat support and their dispositions to ensure inquiries are properly addressed in a timely fashion;
B. Review of telephone calls, e-mail logs, and chat support to identify and rectify frequent inquiries; and
C. Reporting of telephone calls, e-mail, and chat support logs to the State on an agreed upon schedule (not less than monthly) and manner. The report shall include disposition of the communication as well as recommendations for improving the application to reduce calls of a similar nature.

[bookmark: _Toc87627058][bookmark: _Toc117176294]ON-LINE HELP INFORMATION
The Contractor(s) shall provide on-line help and references, e.g., icons, directories and tutorials, for its services to Customers. These services shall include answers to frequently asked questions (FAQs), ‘how do I…’ wizards, button help, and links for full instructions on how to complete a process.

[bookmark: _Toc87627059][bookmark: _Toc117176295]CUSTOMER SURVEYS
The Contactor shall conduct, at the State’s request, periodic Customer satisfaction surveys for determining the level of use, acceptance, and ease of use of agency e-Government applications. The Contractor(s) shall, at agreed upon intervals, report to the State on how the issues identified in Customer surveys are being addressed. Each agency e-Government application shall include optional on-line Customer satisfaction surveys as one of its features.

[bookmark: _Toc87627060][bookmark: _Toc117176296]TRAINING
When necessary, the Contractor(s), at no cost to the State, shall provide on-site training for State personnel on the functionality, implementation, maintenance, monitoring, management and administration of every service developed and implemented under this Contract.

[bookmark: _Toc87627061][bookmark: _Toc117176297]HOSTING SERVICES

[bookmark: _Toc87627062][bookmark: _Toc117176298]APPLICATION HOSTING
If the State chooses, the Contractor(s) shall host the State’s e-Government application. All hosting costs shall be included in the fee structure which may include, but are not limited to, merchant service fees, development and maintenance costs. The Contractor(s) shall be responsible for the acquisition and operation of all hardware, software and network support related to the e-Government applications. The technical and professional activities required for establishing, managing, and maintaining the State’s e-Government applications are the responsibility of the Contractor(s). The e-Government applications shall have 99.9% guaranteed uptime, except for pre-approved outages for maintenance.

The Contractor(s) shall provide for network, server, and transaction security on all Contractor(s)-hosted applications. All transactions shall be protected in transit through the use of either private leased- lines or VPNs.

For Contractor(s)-hosted applications, the host site environment shall include redundant power, fire suppression, any necessary climate control, and 24 hours per day, seven (7) days per week on-site security. The hosting environment shall include services such as:
A. Redundant internet connectivity;
B. Redundant firewalls;
C. VPN services (through an industry recognized VPN solution such as Cisco VPN concentrator or Checkpoint VPN-1 remote access via methods such as secure shell (SSH) and desktop VPN clients);
D. Fault tolerant internal network with gigabit Ethernet backbone;
E. Clustered central file and database servers;
F. Load balanced FTP, application, and Web servers;
G. Hardware SSL accelerator;
H. Three tier development environment;
I. Nightly backups; and
J. 24 hours per day, seven (7) days per week automated or live monitoring of all services and servers.

[bookmark: _Toc87627063][bookmark: _Toc117176299]AUDIT FUNCTIONS
For Contractor(s)-hosted applications, the Contractor(s) shall:
A. Define the parameters of a comprehensive security audit. The State will review and shall approve the comprehensiveness of the proposed security audit.
1. The Contractor(s) shall ensure that the security audit is performed on a quarterly basis by an independent third party at no additional cost to the State.
2. The Contractor(s) shall submit for approval, the name and background of the third party auditor.
3. The Contractor(s) shall provide the State its plan for correcting or remedying any audit exceptions identified as a result of the security audit within 60 business days of completion of the audit.
4. The Contractor(s) shall provide a written description of the plan for independent security audits, including technical specifications for security audits, to the State Contract Manager before work begins on the Contract.

[bookmark: _Toc87627064][bookmark: _Toc117176300]TECHNICAL ENVIRONMENT

[bookmark: _Toc87627065][bookmark: _Toc117176301]STATE TECHNOLOGY REQUIREMENTS AND STANDARDS
The Contractor(s) shall be subject to the same security and infrastructure review processes that are required by OIT and its partner Departments and Agencies. The Contractor shall submit relevant documentation and participate in the System Architecture Review (SAR) process. Additional information on this process can be found at: https://www.nj.gov/it/whatwedo/sar/. 

[bookmark: _Toc87627066][bookmark: _Toc117176302]HOSTING AND BACKUP SERVICES
For “outsourced hosting services,” the Contractor shall demonstrate the ability to not only secure the physical application infrastructure utilizing the above mentioned security requirements, but also control and secure physical access to the application hosting facilities, the racks supporting network infrastructure and processing server equipment, web, application and database servers.

If the Contractor(s) is not supplying “dedicated” hardware resources to host State applications and data, the Contractor(s) shall demonstrate its strategy to maintain application and/or stack isolation using commercially available security devices to maintain security zones, routing isolation and access control to infrastructure devices and access/security logging (AAA) within its infrastructure.

The Contractor(s) shall supply the State with a copy of the State’s data that is stored within the Contractor(s)’s systems on a nightly basis.

[bookmark: _Toc87627067][bookmark: _Toc117176303]EXTRANET APPROACH
The communication links between the State of New Jersey and the Contractor(s) can be through a MPLS cloud (preferred) or IPSEC tunnel over the Internet based upon the connectivity requirements and cost constraints. The Contractor(s) shall provide and maintain two (2) extranet communication links into the State of New Jersey. One of these links will be active and one will be a "hot" spare. The State of New Jersey and the Contractor(s) will be required to follow the State’s Extranet Policy and Procedure (available at https://www.nj.gov/it/docs/ps/09-11-NJOIT_Business_Entity_IT_Services_andor_Extranet_Policy.pdf), and complete the application form, MOU, operational form and security controls assessment checklist. 

[bookmark: _Toc87627068][bookmark: _Toc117176304]TRANSMISSION OF FILES
The State of New Jersey supports multiple methods for data transfers internally within the Garden State Network or external to an extranet or business partner. The transmission of all files between the Contractor(s) and the State system must be transferred securely using the State file transfer methodology. The State will work with the Contractor(s) in the implementation of the file transfer process. The secure file transfer must meet the state and federal security guidelines and standards.

The State of New Jersey provides both asynchronous and synchronous file transfer methodologies.

The Contractor(s) will be required to test the file transfer with the State system on all file transfers prior to full implementation.

During the term of the Contract, the State may revise or change the file transfer method and/or format for the transmission of files to accommodate real time processing, and use case specific information and the Contractor(s) shall be required to conform to all requirements.

Reference: NIST Special Publication 800-47 - Security Guide for Interconnecting Information Technology Systems     (http://csrc.nist.gov/publications/nistpubs/800-47/sp800-47.pdf).

[bookmark: _Toc87627069][bookmark: _Toc117176305]PERSONNEL REQUIREMENTS
The Contractor(s) shall provide experienced personnel to provide service in the below skill categories for this Contract. The terms of this and the below sections shall continue to apply to all State information in the hands of the Contractor(s) after the expiration or cancellation of the Contract.

[bookmark: _Toc117176306]WEB DESIGNER
A. The Web Designer should have:
1. Experience creating and maintaining web sites and all corresponding links;
2. Experience using web authoring tools, scripting languages, and various content generation tools;
3. Experience developing basic graphics for these web pages using graphic creation software;
4. Experience implementing web sites using FTP software;
5. A thorough understanding of all policy and architecture requirements in the State web environment, including hardware and software standards; and
6. A minimum of two (2) years’ experience in Web design.

[bookmark: _Toc117176307]WEB PUBLISHER
A. The Web Publisher should have:
1. Experience in developing basic web pages using various HTML and XML content generation tools;
2. Experience in developing advanced graphics for these web pages using multiple graphic creation software packages; and
3. A minimum of one (1) year experience in web page development.

[bookmark: _Toc117176308]ADVANCED WEB PUBLISHER
A. The Advanced Web Publisher should have:
1. Experience in developing basic and advanced web pages using various HTML and XML content generation tools;
2. Experience in developing basic and advanced graphics for these web pages using graphic creation software;
3. Experience in creating audio and video files intended for the web; and
4. A minimum of two (2) years’ experience in advanced web page development.

[bookmark: _Toc117176309]WEB PROGRAMMER/Analyst
A. The Web Programmer/Analyst should have:
1. The ability to analyze and document the business functions of small to medium system applications intended for use on the web;
2. Experience in building client and server web applications using industry standard software development tools and scripting languages;
3. The ability to create single use database solutions for web sites and a basic understanding of security technologies in use today, particularly as it relates to e-commerce;
4. At least some limited Java experience; and
5. A minimum of one (1) year experience in web programming.

[bookmark: _Toc117176310]ADVANCED WEB PROGRAMMER/ANALYST
A. The Advanced Web Programmer/Analyst should have:
1. The ability to analyze and document the business functions of large applications intended for use on the web;
2. Experience in building client and server web applications using industry standard software development tools and scripting languages;
3. A minimum of three (3) years intensive Java experience;
4. Experience in creating single use database solutions for web sites;
5. A proficient understanding of state of the art security technologies and stays current on those technologies, particularly as it relates to e-commerce; and
6. A minimum of five (5) years’ experience in web programming.

[bookmark: _Toc117176311]DATABASE ANALYST/ADMINISTRATOR
A. The Database Analyst/Administrator should have:
1. Experience in ensuring that a database is available to the users and programs;
2. Experience in making back-ups, archiving data and monitors, and ensures that the database is responding to requests quickly;
3. Experience in determining how and where data should be stored; and
4. A minimum of two (2) years’ experience in database analysis and administration.

[bookmark: _Toc117176312]PROJECT MANAGER
A. The Project Manager should:
1. Have experience in managing web development projects; and
2. Be responsible for accomplishing the stated project objectives. Key project management responsibilities include creating clear and attainable project objectives, building the project requirements, and managing cost, time, and quality; and
3. Have a minimum of two (2) years’ experience in Project Management of web development projects.

[bookmark: _Toc117176313]SOFTWARE ENHANCEMENTS
A. The Contractor(s) shall be permitted, upon request and approval by the State, to do any of the following:
1. Develop new e-Government solutions,
2. Develop e-Government solutions that integrate with and/or enhance State Owned Applications, and
3. Develop e-Government solutions or modules that integrate with State Licensed Applications under the Contract between the State and a third party contractor, provided such third party contractor gives written approval for such integration and enhancement. 

B. Integration Work, between an e-Government solution and a State Licensed Applications, if permitted under the terms and conditions of the Contract, requires the following:
1. A separate scope of work signed by the third party contractor and approved by the separate State Contract Manager (SCM) and the e-Government SCM. 
2. The roles and responsibilities related to Integration Work related to the State Licensed Application must be outlined in the scope of work, and
3. The Using Agency is responsible for any fees charged by the third party contractor for the Integration Work under the terms and conditions of the Contract.

CONTRACT SPECIFIC DEFINITIONS
Definitions below may not all appear in this Bid Solicitation, but may be relevant to the scope of work, and future work under this Bid Solicitation.

Authentication, Authorization and Accounting (AAA) – Refers to a security architecture for distributed systems for controlling which users are allowed access to which servers, and tracking which resources they have used.

Contract Manager – The individual assigned by the Contractor(s) to be responsible for all Contractor(s) activities. 

Contractor(s) Convenience Fee – Fee charged by the Contractor(s) over and above the State Fee and paid by the Customer per transaction to cover the Contractor’s design or migration costs, maintenance and operation of the application, any merchant fees, overhead and profit.

Customers – The State’s citizens, businesses, employees, local governments, and other parties who interact with the State.

Department of the Treasury (Treasury) – The State of New Jersey (State) government entity responsible for the overall management of the State’s budget, including generating and collecting revenues.

Division of Revenue and Enterprise Services (DORES) –The State of New Jersey (State) government entity that manages business registration, government filing and payment services, non-tax debt collection, record management, among other responsibilities.

Electronic Services - Means services provided through hardware, software and network infrastructure hosted by Contractor(s) or any of its affiliates, to authorize and capture credit and debit cards for payments; to process all other forms of Electronic Funds Transfer, and to manage the registration of Users and the online transaction logging data, and the billing and collection of funds, for Portal Users of fee services. It includes such other online services as may be from time to time developed by Contractor(s) or its affiliates outside of this contract and made available to the State through Contractor(s).

Engagement – Individual project that is reviewed and awarded by the Oversight Entity. 

Existing Web Application – Means a State Owned Application and a State Licensed Application or website. The permissible technical environment for Existing Web Applications include all of the following: State-provided severs located at a State facility with State-provided network access, Contractor-hosted system on Contractor-provided severs at a Contractor facility with Contractor-provided network access, and a third party contractor-hosted system on a third party contractor-provided severs at a third party contractor facility with third party contractor-provided network access.

For Use Only - Means the right to use application software modules for the Permitted Uses on the Portal without the right to sell, distribute, transfer or sublicense such rights.

Integration Work – Means the process of linking together computing systems and software applications physically or functionally to act as a coordinated whole.  With regard to this Contract, it means the work to ensure different modules or portions of an Existing Web Application work seamlessly together without technical issues or problems, which includes adding new functionality to Existing Web Applications, or making additional functions available through Existing Web Applications. 

Mini-Bid – Process whereby a Quote for each new application project is solicited from all awarded Contractor(s).

Office of Information Technology (OIT) – The State of New Jersey (State) government provider of Information Technology services for New Jersey’s Executive Branch.

Office of Management and Budget (OMB) – New Jersey State (State) government entity that manages the State’s financial assets, and helps ensure that taxpayer resources are allocated efficiently and in accordance with State laws, regulation, policies, and guidelines.

Oversight Entity – A committee of 4 chosen representatives from the following Divisions and roles: Office of Management and Budget (OMB), Office of Information Technology (OIT), Division of Revenue and Enterprise Services (DORES), and the State Contract Manager (SCM).  This committee reviews and approves or disapproves the Statements of Work.  In the event that multiple Contractor(s) submit a Proposal for the same Project , the Oversight Entity will have the final responsibility and authority over awarding the Engagement that is in the State’s best interest.

Permitted Uses - Means use of the functionality of the software hosted on the network to permit users to access New Jersey State government information, governmental and other sites, and to perform certain State governmental licensing, registration and similar transactions. The term “Permitted Uses” excludes any commercial sale, licensing or other transfer or use for commercial purposes, or use outside of the State.

Portal – Means the myNJ business portal to deliver content and services to the business community. A common reference data model and user management framework are also being implemented to share information between the agencies, coordinate and streamline business transactions, and deliver trusted services to the business community. 

Portal Software - Means the application software modules created by Contractor(s) during the term of this contract and used in the Portal, plus related user documentation, and includes any modifications or improvements to the Portal Software provided by Contractor(s) for use of the Portal under this contract. Portal Software does not include software programs and related documentation licensed by Contractor from third parties who are not affiliates of Contractor(s). For the avoidance of doubt, the term “Portal Software” does not include any of the software, data or information hosted by Contractor(s) affiliates that is used in Electronic Services.

Project – The undertaking or services that are the subject of this RFP.

Proposal – A written plan men to meet the requirements of the Statement of Work issued by the Contractor(s).

Source Code - Means the source code listings for a computer software program, and required compile instructions. Where the term “software” is used, such term means software in object code only, unless Source Code is specifically mentioned. 
State Fee – Statutory pass through fee that is paid by the User and is not a part of the Contractor(s) Convenience fee or Transaction fee. 
State Licensed Application – Means an application, either COTS or Customized Software, which the State uses under a license granted by a third party contractor, which may be the software publisher or owner. 
State Owned Application – Means an Application either created by the State or Custom Software created by a Contractor for a State’s use, and owned by the State as a work for hire. 
Virtual Private Network (VPN) – A computer network that provides online privacy by creating an encrypted connection on the Internet.

Transaction Fee – Fee charged by the Contractor(s) over and above the State Fee and paid by the State per transaction to cover the Contractor’s design or migration costs, maintenance and operation of the application, any merchant fees, overhead and profit.

 User - Means any person or entity that is authorized or permitted by the State to use or access the Portal for Permitted Uses.




[bookmark: _Toc117176314]GENERAL CONTRACT TERMS
The Contractor shall have sole responsibility for the complete effort specified in this Contract.  Payment will be made only to the Contractor or to the authorized dealers/distributors, if applicable.  The Contractor is responsible for the professional quality, technical accuracy and timely completion and submission of all deliverables, services or commodities required to be provided under this Contract.  The Contractor shall, without additional compensation, correct or revise any errors, omissions, or other deficiencies in its deliverables and other services.  The approval of deliverables furnished under this Contract shall not in any way relieve the Contractor of responsibility for the technical adequacy of its work.  The review, approval, acceptance or payment for any of the deliverables, goods or services, shall not be construed as a waiver of any rights that the State may have arising out of the Contractor’s performance of this Contract.

[bookmark: _Toc117176315]CONTRACT TERM AND EXTENSION OPTION
The base term of this Contract shall be for a period of three (3) years.  The anticipated Contract effective date is provided on the “Summary” page the Bid Solicitation in NJSTART.  If delays in the procurement process result in a change to the anticipated Contract effective date, the Contractor agrees to accept a Contract for the full term of this Contract 

This Contract may be extended up to two (2) years with no single extension exceeding one (1) year, by the mutual written consent of the Contractor and the Director at the same terms, conditions, and pricing at the rates in effect in the last year of this Contract or rates more favorable to the State.  

[bookmark: _Toc400531508][bookmark: _Toc428533979][bookmark: _Toc32310704][bookmark: _Toc117176316]CONTRACT TRANSITION
In the event that a new Contract has not been awarded prior to the expiration date for this Contract, including any extensions exercised, and the State exercises this Contract transition, the Contractor shall continue this Contract under the same terms, conditions, and pricing until a new Contract can be completely operational.  At no time shall this transition period extend more than one (1) year beyond the expiration date of this Contract, including any extensions exercised.

During the transition period, the Contractor will ensure that all source code is transitioned to a new Contractor.  The Contractor will continue to operate and maintain the application in accordance with the Contract terms until the transition to the new Contractor is complete or until an application is finalized and accepted by the State. 

[bookmark: _Toc400531513][bookmark: _Toc428533984][bookmark: _Toc87627126][bookmark: _Toc117176317]OWNERSHIP OF MATERIAL

A. State Data – The State owns State Data. Contractor shall not obtain any right, title, or interest in any State Data, or information derived from or based on State Data.  State Data provided to Contractor shall be delivered or returned to the State of New Jersey upon thirty (30) days’ notice by the State or thirty (30) days after the expiration or termination of the Contract.  Except as specifically required by the requirements of the Bid Solicitation, State Data shall not be disclosed, sold, assigned, leased or otherwise disposed of to any person or entity other than the State unless specifically directed to do so in writing by the State Contract Manager.
B. Work Product; Services – The State owns all Deliverables developed for the State in the course of providing Services under the Contract, including but not limited to, all data, technical information, materials gathered, originated, developed, prepared, used or obtained in the performance of the Contract, including but not limited to all reports, surveys, plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings, analyses, graphic representations, print-outs, notes and memoranda, written procedures and documents, regardless of the state of completion, which are prepared for or are a result of the Services required under the Contract. Contractor will retain ownership of the work, developments, and ideas it generates, with the State receiving a license to use use, copy and modify such materials as deemed necessary by the State. Notwithstanding any provision to the contrary, the State does not receive ownership rights to: (1) third party software licensed by the Contractor; (2) any pre-existing software, work product, or other materials of the Contractor; (3) any software, work product or other materials developed by the Contractor outside of this contract, but used in the contract; (4) maintenance releases or customizations for the Contractor’s proprietary software. To the extent Contractor develops materials other than Software under this contract which are used in the Portal, Contractor shall retain ownership and all intellectual property rights to such materials. The Contractor hereby grants to the State the right to use, copy and modify such materials as required for the operation of the Portal. 
C. Software Computer Programs And/or Source Codes Developed For The State Related To The State’s Enterprise E-Payment Web Services - Notwithstanding anything to the contrary, software computer programs and/or source codes developed for the State related to the State’s enterprise e-payment web services, as described in RFP Section 4.12, shall be considered “work for hire”, i.e., the State, not the Contractor or subcontractor, shall have full and complete ownership of all software computer programs, modifications and/or source codes developed. To the extent that any such materials may not, by operation of law, be a work made for hire in accordance with the terms of this Contract, Contractor or subcontractor hereby assigns to the State all right, title and interest in and to any such material, and the State shall have the right to obtain and hold in its own name any copyrights, registrations and any other proprietary rights that may be available.
D. Vendor Intellectual Property; Commercial off the Shelf Software (COTS) and Customized Software – Contractor retains ownership of all Vendor Intellectual Property, and any modifications thereto and derivatives thereof, that the Contractor supplies to the State pursuant to the Contract, and grants the State a non-exclusive, royalty-free license to use Vendor Intellectual Property delivered to the State for the purposes contemplated by the Contract.  Specifically, the State shall receive the right to use the Contractor’s proprietary software during the term of the contract without payment of any upfront license fee by the State. The necessary license rights to continue use in the Portal and to be allowed to modify the Portal Software shall be granted upon the completion of the full term of the contract, or upon the termination of the contract as a result of default by the contractor. Such rights would be perpetual. If the contract is terminated prior to the end of the term without cause, or by the contractor as a result of the State’s default, the State and the Contractor shall negotiate a license fee to permit the State’s continued use of the Contractor’s proprietary software, as described below in the paragraph labeled “Option of the State after Termination.” In the event Contractor provides its standard license agreement terms with its Quote, such terms and conditions must comply with Bid Solicitation Section 1.4 – Order of Precedence of Contractual Terms.
E. Third Party Intellectual Property – Unless otherwise specified in the Bid Solicitation that the State, on its own, will acquire and obtain a license to Third Party Intellectual Property, Contractor shall secure on the State’s behalf, in the name of the State and subject to the State’s approval, a license to Third Party Intellectual Property sufficient to fulfill the business objectives, requirements and specifications identified in the Contract at no additional cost to the State beyond that in the Quote price.  In the event Contractor is obligated to flow-down commercially standard third party terms and conditions customarily provided to the public associated with Third Party Intellectual Property and such terms and conditions conflict with Bid Solicitation requirements, including the SSTC, the State will accept such terms and conditions with the exception of the following:  indemnification, limitation of liability, choice of law, governing law, jurisdiction, and confidentiality.  The Bid Solicitation including the SSTC shall prevail with respect to such conflicting terms and conditions.  In addition, the State will not accept any provision requiring the State to indemnify a third party or to submit to arbitration.  Such terms are considered void and of no effect.  Third party terms and conditions necessary for Contractor’s performance of the Work shall, if necessary, be submitted with the Quote, and such terms and conditions must comply with Bid Solicitation Section 1.4 – Order of Precedence of Contractual Terms. If Contractor uses Third Party Intellectual Property, Contractor must indemnify the State for infringement claims with respect to the Third Party Intellectual Property.   Contractor agrees that its use of Third Party Intellectual Property shall be consistent with the license for the Third Party Intellectual Property, whether supplied by the Contractor, secured by the State as required by the Bid Solicitation, or otherwise supplied by the State. 
F. No Rights – Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon Contractor any right, title, or interest in State Intellectual Property or any intellectual property that is now owned or licensed to or subsequently owned by or licensed by the State.  Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon the State any right, title, or interest in any Vendor Intellectual Property that is now owned or subsequently owned by Contractor.  Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon the State any right, title, or interest in any Third Party Intellectual Property that is now owned or subsequently owned by a third party.
G. 
H. 
Contractor will retain ownership of the work, developments, and ideas it generates, and the State receives a license to use such in the Portal, which license permits the State to use, copy and modify such materials. Notwithstanding any provision to the contrary, the State does not receive ownership rights to: (1) third party software licensed by the Contractor and provided as a deliverable; (2) any pre-existing software, work product, or other materials of the Contractor; (3) any software, work product or other materials developed by the Contractor outside of this contract, but used in the contract; (4) maintenance releases or customizations for the Contractor’s proprietary software. To the extent Contractor develops materials other than Software under this contract which are used in the Portal, Contractor shall retain ownership and all intellectual property rights to such materials. The Contractor hereby grants to the State the right to use, copy and modify such materials (excluding Portal Software) as required for the operation of the Portal.

Notwithstanding anything to the contrary, software computer programs and/or source codes developed for the State related to the State’s enterprise e-payment web services, as described in RFP Section 4.12, shall be considered “work for hire”, i.e., the State, not the Contractor or subcontractor, shall have full and complete ownership of all software computer programs, modifications and/or source codes developed. To the extent that any such materials may not, by operation of law, be a work made for hire in accordance with the terms of this Contract, Contractor or subcontractor hereby assigns to the State all right, title and interest in and to any such material, and the State shall have the right to obtain and hold in its own name any copyrights, registrations and any other proprietary rights that may be available.

Right to Use During Term - The State shall receive the right to use the Contractor’s proprietary software during the term of the contract without payment of any upfront license fee by the State. The necessary license rights to continue use in the Portal and to be allowed to modify the Contractor’s proprietary software shall be granted upon the completion of the full term of the contract, or upon the termination of the contract as a result of default by the contractor. Such rights would be perpetual. If the contract is terminated prior to the end of the term without cause, or by the contractor as a result of the State’s default, the State and the Contractor shall negotiate a license fee to permit the State’s continued use of the Contractor’s proprietary software, as described below in the paragraph labeled “Option of the State after Termination.”

I. Use of Contractor Electronic Services - At the State’s option, during the term of this contract, the Contractor may provide access to the functionality of Contractor’s Electronic Services through the Portal, for athe  Permitted UsePurpose. Access to the Contractor’s Electronic Services, if used, shall terminate upon termination of this contract; provided however, that the State or any subsequent contractor operating the Portal may contract for Contractor’s Electronic Services separately and apart from Contractor. The State shall not have any rights to have or to make copies or archival copies of any software used by Contractor in the Contractor’s Electronic Services during the term of the contract or following its termination or expiration, except as specified herein.
J. 
K. License Grant upon Termination for Cause or Expiration - Upon the termination of this contract by the State for Contractor’s material uncured breach, or upon expiration of this contract upon completion of the full term, Contractor shall grant to the State a perpetual, For Use Only, fully paid-up, non-exclusive, license to host (in object code only), copy, modify, enhance, use, and execute the Portal Software and Source Code for the Portal Software for the Permitted Uses, subject to the limitations of this contract. Specifically, subject to the above limitations, the State will have the right to:
L. (i)(i)  make copies of the Portal Software and Source Code, for archival, testing or back-up purposes, or for development of modifications and enhancements for the Permitted Uses; (ii) modify the Portal Software or Source Code as may be required or desirable for the maintenance or enhancement of the Portal Software or the Portal; (iii) load the Portal Software on any State systems for the Permitted Uses; (iv) use State employees or authorized contractors (who have signed a confidentiality agreement acceptable to Contractor) to maintain, repair, modify or enhance the Portal Software and Source Code for the Permitted Uses; and (v) allow Users access to the functions of the Portal Software (but not the Source Code) through the Portal solely for Permitted Uses. License rights to third party software used to operate the Portal shall be transferred to the State by Contractor to the extent permissible under the applicable third party license terms. Software that is third party software and which is not transferable to the State shall be identified and described by Contractor on a list at the time of contract termination or at any other time as specified during the term of the contract. Contractor makes no warranties with respect to third party software and other materials, and the only warranties the State receives are the transferable warranties, if any, made by third party licensors and vendors.
M. 
N. Option of the State After Termination - Upon the termination of the contract prior to the end of the term without cause, or by the contractor as a result of the State’s default, the State may, at its sole option, purchase a license to the Portal Software upon the payment of a mutually agreed to license fee. Such license shall be a perpetual, personal, fully paid-up, non- exclusive, For Use Only license, to host (in object code only), copy, modify, enhance, use, and execute the Portal Software and Source Code for the Permitted Uses, and such license agreement will contain limitations on use and disclosure similar to those contained in this contract.
O. 
P. State Ownership - All State trademarks, trade names, logos and other State identifiers, Internet uniform resource locators, Internet addresses and e-mail addresses obtained or developed pursuant to this contract are and shall remain the sole exclusive property of State. All content and all property, data and information furnished by or on behalf of the State or any Using Agency, commission or board thereof, to Contractor to facilitate Contractor’s performance under the Contract are and shall remain the sole exclusive property of the State or Using Agency, as applicable.
Q. 
R. Reserved Rights - Contractor reserves all rights not expressly licensed to the State under this Contract. The license rights granted or to be granted in this Section are subject to the other restrictions and terms contained in this Contract.

S. Markings; Limitations - Any and all copies of the Portal Software, or the Source Code made by the State or any State agencies shall bear Contractor’s notice of copyright, and other restrictive legends contained on the Portal Software and Source Code provided by Contractor. The State shall have no rights to provide, sell, or distribute copies of the Portal Software and Source Code or any derivative works that incorporate any part thereof, to any third parties.


[bookmark: _Toc117176318]SUBSTITUTION OF STAFF
If a Contractor needs to substitute any management, supervisory or key personnel, the Contractor shall identify the substitute personnel and the work to be performed.  The Contractor must provide detailed justification documenting the necessity for the substitution.  Resumes must be submitted for the individual(s) proposed as substitute(s) who must have qualifications and experience equal to or better than the individual(s) originally proposed or currently assigned.

The Contractor shall forward a request to substitute staff to the State Contract Manager for consideration and approval.  No substitute personnel are authorized to begin work until the Contractor has received written approval to proceed from the State Contract Manager.

[bookmark: _Toc117176319]DELIVERY TIME AND COSTS
All delivery times are thirty (30) calendar days after receipt of order (ARO) and prices for items in Quotes shall be submitted Freight On Board (F.O.B.) Destination (30 calendar days ARO/F.O.B.).  The Contractor shall assume all costs, liability and responsibility for the delivery of merchandise in good condition to the State's Using Agency or designated purchaser.  Thirty calendar days ARO/F.O.B. does not cover "spotting" but does include delivery on the receiving platform of the Using Agency at any destination in the State of New Jersey unless otherwise specified.  No additional charges will be allowed for any additional transportation costs resulting from partial shipments made at the Contractor’s convenience when a single shipment is ordered.  The weights and measures of the State's Using Agency receiving the shipment shall govern.  Collect on Delivery (C.O.D.) Terms are not permitted.

[bookmark: _Toc117176320]AUTHORIZED DEALER AND/OR DISTRIBUTORS
Not applicable to this procurement.

[bookmark: _Toc400531525][bookmark: _Toc428533996][bookmark: _Toc87627136][bookmark: _Toc117176321]LIQUIDATED DAMAGES
Not applicable to this procurement.

[bookmark: _Toc400531531][bookmark: _Toc428534002][bookmark: _Toc32310724][bookmark: _Toc117176322]RETAINAGE
Not applicable to this procurement.

[bookmark: _Toc117176323]ELECTRONIC PAYMENTS
With the award of this Contract, the successful Contractor(s) will be required to receive its payment(s) electronically.  In order to receive your payments via automatic deposit from the State of New Jersey, you must complete the EFT information within your NJSTART Vendor Profile.  Please refer to the QRG entitled “Vendor Profile Management – Company Information and User Access” for instructions. 

[bookmark: _Toc117176324]CONTRACT ACTIVITY REPORT
The Contractor must provide, on a quarterly basis, a record of all purchases made under this Contract.  The calendar quarters will end March 31, June 30, September 30, and December 31 with the required reports due no later than thirty (30) days after the calendar quarter.  The Contractor must submit the required information in Microsoft Excel format to NJSupplierReports@treas.nj.gov. 

This reporting requirement includes sales to State Using Agencies, political sub-divisions thereof and, if permitted under the terms of this Contract, sales to counties, municipalities, school districts, volunteer fire departments, first aid squads and rescue squads, independent institutions of higher education, state and county colleges and quasi-State entities.  Quasi-State entities include any agency, commission, board, authority or other such governmental entity which is established and is allocated to a State department or any bi-state governmental entity of which the State of New Jersey is a member.

This information must be provided in Microsoft Excel such that an analysis can be made to determine the following:
A. Contractor’s total sales volume, with line item detail, to each purchaser under this Contract;
B. Subtotals by product, including, if applicable, catalog number and description, price list with appropriate page reference, and/or Contract, discount applied; and
C. Total dollars paid to Subcontractors.

Submission of purchase orders, confirmations, and/or invoices do not fulfill this Contract requirement for information.  Failure to report this mandated information may be a factor in future award decisions.

[bookmark: _Toc114734031][bookmark: _Toc117176325]  REPORTING AND SUPPLIER CONVENIENCE FEE 
A. Quarterly Sales Reporting - The Contractor shall submit a Sales Report documenting all sales made under the Contract.  The Sales Report shall be submitted directly to Periscope using the NJSTART system no later than thirty (30) calendar days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31. The Sales Report must contain the following information:  
· Complete and accurate details of all sales, credits, returns, refunds, and the like for the reporting quarter;
· Purchasing entity;
· Total of Supplier Convenience Fee amount due for the reporting quarter;
· Such other information as the State may reasonably request; and
· If no sales were made to the State during the reporting quarter, then a report shall be submitted showing zero sales and zero Supplier Convenience Fee due.
Quarterly Sales Reporting and remittance of the Supplier Convenience Fee shall begin on the first calendar quarter starting after the effective date of the Contract.
B. Supplier Convenience Fee - For all purchases made under the Contract, the Contractor shall remit the Supplier Convenience Fee in the amount of one percent (1%) of all Purchases to Periscope Holdings, Inc. (Periscope). 
C. Remittance of the Supplier Convenience Fee - On a quarterly basis, the Contractor shall remit the Supplier Convenience Fee directly to Periscope no later than thirty (30) days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31.  Failure to remit the Supplier Convenience Fee timely and accurately may result in Contractor’s goods and/or services being made ineligible for purchase through the NJSTART Marketplace.
D. Retention and Inspection of Records and Audit - The Contractor shall keep records of all sales made to Using Agencies and Intrastate Cooperative Purchasing Participants in sufficient detail to enable the State to determine the Supplier Convenience Fee payable by the Contractor. The State and/or Periscope may examine and audit, at its own expense, Contractor’s sales records and Sales Reports for completeness and accuracy. If such examination reveals underpayment of the Supplier Convenience Fee, the Contractor shall immediately pay to Periscope the amount of deficiency. If the examination reveals an underpayment of 5% or more, then the Contractor shall reimburse the State and/or Periscope for the cost of the audit.
E. Catalog Enablement - The Contractor shall cooperate with the State and/or Periscope as requested to upload catalog items and pricing consistent with the awarded Contract to the NJSTART Marketplace module within thirty days (30) of the Contract award.




[bookmark: _Toc117176326]DATA SECURITY REQUIREMENTS – CONTRACTOR RESPONSIBILITY 
[bookmark: _Toc21352784][bookmark: _Toc22560009][bookmark: _Toc32310652]
0. [bookmark: _Toc117176327]SECURITY PLAN
The Contractor shall submit a detailed Security Plan that addresses the Contractor’s approach to meeting each applicable security requirement outlined below, to the State, no later than 30 calendar days after the award of the Contract.  The State approval of the Security Plan shall be set forth in writing.  In the event that the State reasonably rejects the Security Plan after providing the Contractor an opportunity to cure, the Director may terminate the Contract pursuant to the SSTC. 

[bookmark: _Toc21352785][bookmark: _Toc22560010][bookmark: _Toc32310653][bookmark: _Toc117176328]INFORMATION SECURITY PROGRAM MANAGEMENT 
The Contractor shall establish and maintain a framework to provide assurance that information security strategies are aligned with and support the State’s business objectives, are consistent with applicable laws and regulations through adherence to policies and internal controls, and provide assignment of responsibility, in an effort to manage risk.  Information security program management shall include, at a minimum, the following:
A. Establishment of a management structure with clear reporting paths and explicit responsibility for information security;
B. Creation, maintenance, and communication of information security policies, standards, procedures, and guidelines to include the control areas listed in sections below;
C. Development and maintenance of relationships with external organizations to stay abreast of current and emerging security issues and for assistance, when applicable; and 
D. Independent review of the effectiveness of the Contractor’s information security program.

[bookmark: _Toc21352786][bookmark: _Toc22560011][bookmark: _Toc32310654][bookmark: _Toc117176329][bookmark: _Toc525032126]COMPLIANCE
The Contractor shall develop and implement processes to ensure its compliance with all statutory, regulatory, contractual, and internal policy obligations applicable to this Contract. Examples include but are not limited to General Data Protection Regulation (GDPR), Payment Card Industry Data Security Standard (PCI DSS), Health Insurance Portability and Accountability Act of 1996 (HIPAA), IRS-1075.  Contractor shall timely update its processes as applicable standards evolve.  
A. Within ten (10) calendar days after award, the Contractor shall provide the State with contact information for the individual or individuals responsible for maintaining a control framework that captures statutory, regulatory, contractual, and policy requirements relevant to the organization’s programs of work and information systems;
B. Throughout the solution development process, Contractor shall implement processes to ensure security assessments of information systems are conducted for all significant development and/or acquisitions, prior to information systems being placed into production; and
C. The Contractor shall also conduct periodic reviews of its information systems on a defined frequency for compliance with statutory, regulatory, and contractual requirements. The Contractor shall document the results of any such reviews.

[bookmark: _Toc21352787][bookmark: _Toc22560012][bookmark: _Toc32310655][bookmark: _Toc117176330]PERSONNEL SECURITY 
The Contractor shall implement processes to ensure all personnel having access to relevant State information have the appropriate background, skills, and training to perform their job responsibilities in a competent, professional, and secure manner.  Workforce security controls shall include, at a minimum:
A. Position descriptions that include appropriate language regarding each role’s security requirements;
B. To the extent permitted by law, employment screening checks are conducted and successfully passed for all personnel prior to beginning work or being granted access to information assets;
C. Rules of behavior are established and procedures are implemented to ensure personnel are aware of and understand usage policies applicable to information and information systems; 
D. Access reviews are conducted upon personnel transfers and promotions to ensure access levels are appropriate;
E. Contractor disables system access for terminated personnel and collects all organization owned assets prior to the individual’s departure; and  
F. Procedures are implemented that ensure all personnel are aware of their duty to protect information assets and their responsibility to immediately report any suspected information security incidents.
[bookmark: _Toc525032127]
[bookmark: _Toc21352788][bookmark: _Toc22560013][bookmark: _Toc32310656][bookmark: _Toc117176331]SECURITY AWARENESS AND TRAINING 
The Contractor shall provide periodic and on-going information security awareness and training to ensure personnel are aware of information security risks and threats, understand their responsibilities, and are aware of the statutory, regulatory, contractual, and policy requirements that are intended to protect information systems and State Confidential Information from a loss of confidentiality, integrity, availability and privacy. Security awareness and training shall include, at a minimum:
A. Personnel are provided with security awareness training upon hire and at least annually, thereafter;
B. Security awareness training records are maintained as part of the personnel record;
C. Role-based security training is provided to personnel with respect to their duties or responsibilities (e.g. network and systems administrators require specific security training in accordance with their job functions); and
D. Individuals are provided with timely information regarding emerging threats, best practices, and new policies, laws, and regulations related to information security.
[bookmark: _Toc525032128]
[bookmark: _Toc21352789][bookmark: _Toc22560014][bookmark: _Toc32310657][bookmark: _Toc117176332]RISK MANAGEMENT 
The Contractor shall establish requirements for the identification, assessment, and treatment of information security risks to operations, information, and/or information systems. Risk management requirements shall include, at a minimum:
A. An approach that categorizes systems and information based on their criticality and sensitivity;
B. An approach that ensures risks are identified, documented and assigned to appropriate personnel for assessment and treatment; 
C. Risk assessments shall be conducted throughout the lifecycles of information systems to identify, quantify, and prioritize risks against operational and control objectives and to design, implement, and exercise controls that provide reasonable assurance that security objectives will be met; and
D. A plan under which risks are mitigated to an acceptable level and remediation actions are prioritized based on risk criteria and timelines for remediation are established. Risk treatment may also include the acceptance or transfer of risk.
[bookmark: _Toc525032129]
[bookmark: _Toc21352790][bookmark: _Toc22560015][bookmark: _Toc32310658][bookmark: _Toc117176333]PRIVACY
If there is State Data associated with the Contract, this section is applicable.
A. Data Ownership. The State owns State Data. Contractor shall not obtain any right, title, or interest in any   State Data, or information derived from or based on State Data.
B. Data usage, storage, and protection of Personal Data are subject to all applicable international, federal and state statutory and regulatory requirements, as amended from time to time, including, without limitation, those for HIPAA, Tax Information Security Guidelines for Federal, State, and Local Agencies (IRS Publication 1075), New Jersey State tax confidentiality statute,  the New Jersey Privacy Notice found at NJ.gov, N.J.S.A. § 54:50-8, New Jersey Identity Theft Prevention Act, N.J.S.A. § 56:11-44 et. seq., the federal Drivers’ Privacy Protection Act of 1994, Pub.L.103-322, and the confidentiality requirements of N.J.S.A. § 39:2-3.4.  Contractor shall also conform to PCI DSS, where applicable.
C. Security: Contractor agrees to take appropriate administrative, technical and physical safeguards reasonably designed to protect the security, privacy, confidentiality, and integrity of user information. Contractor shall ensure that State Data is secured and encrypted during transmission or at rest. 
D. Data Transmission:  The Contractor shall only transmit or exchange State Data with other parties when expressly requested in writing and permitted by and in accordance with requirements of the Contract or the State of New Jersey. The Contractor shall only transmit or exchange State Data with the State of New Jersey or other parties through secure means supported by current technologies. 
E. Data Storage:  All data provided by the State of New Jersey or State data obtained by the Contractor in the performance of the Contract must be stored, processed, and maintained solely in accordance with a project plan and system topology approved by the State Contract Manager.  No State data shall be processed on or transferred to any device or storage medium including portable media, smart devices and/or USB devices, unless that device or storage medium has been approved in advance in writing by the State Contract Manager.  The Contractor must not store or transfer State of New Jersey data outside of the United States.
F. Data Re-Use:  All State Data shall be used expressly and solely for the purposes enumerated in the Contract Data shall not be distributed, repurposed or shared across other applications, environments, or business units of the Contractor.  No State Data shall be transmitted, exchanged or otherwise passed to other contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Contract Manager. 
G. Data Breach:  In the event of any actual, probable or reasonably suspected Breach of Security, or any unauthorized access to or acquisition, use, loss, destruction, compromise, alteration or disclosure of any Personal Data, Contractor shall: (a) notify the State immediately of such Breach of Security, but in no event later than 24 hours after learning of such security breach; (b) designate a single individual employed by Contractor who shall be available to the State 24 hours per day, seven (7) days per week as a contact regarding Contractor’s obligations under Bid Solicitation Section 6.34 - Incident Response; (c) not provide any other notification or provide any disclosure to the public regarding such Breach of Security without the prior written consent of the State, unless required to provide such notification or to make such disclosure pursuant to any applicable law, regulation, rule, order, court order, judgment, decree, ordinance, mandate or other request or requirement now or hereafter in effect, of any applicable governmental authority or law enforcement agency in any jurisdiction worldwide  (in which case Contractor shall consult with the State and reasonably cooperate with the State to prevent any notification or disclosure concerning any Personal Data or Breach of Security); (d) assist the State in investigating, remedying and taking any other action the State deems necessary regarding any Breach of Security breach and any dispute, inquiry, or claim that concerns the Breach of Security; (e) follow all instructions provided by the State relating to the Personal Data affected or potentially affected by the Breach of Security; (f) take such actions as necessary to prevent future Breaches of Security; and (g) unless prohibited by an applicable statute or court order, notify the State of any third party legal process relating to any Breach of Security including, at a minimum, any legal process initiated by any governmental entity (foreign or domestic).
H. Minimum Necessary. Contractor shall ensure that State Data requested represents the minimum necessary information for the services as described in this Bid Solicitation and, unless otherwise agreed to in writing by the State, that only necessary individuals or entities who are familiar with and bound by the Contract will have access to the State Data in order to perform the work.
I. End of Contract Data Handling:  Upon termination/expiration of this Contract the Contractor shall first return all State Data to the State in a usable format as defined in the Contract, or in an open standards machine-readable format if not.  The Contractor shall then erase, destroy, and render unreadable all Contractor backup copies of State Data according to the standards enumerated in accordance with the State’s most recent Media Protection policy, https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf, and certify in writing that these actions have been completed within 30 days after the termination/expiration of the Contract or within seven (7) days of the request of an agent of the State whichever should come first.
J. In the event of loss of any State Data or records where such loss is due to the intentional act, omission, or negligence of the Contractor or any of its subcontractors or agents, the Contractor shall be responsible for recreating such lost data in the manner and on the schedule set by the State Contract Manager. The Contractor shall ensure that all State Data is backed up and is recoverable by the Contractor. In accordance with prevailing federal or state law or regulations, the Contractor shall report the loss of State data.

[bookmark: _Toc21352791][bookmark: _Toc22560016][bookmark: _Toc32310659][bookmark: _Toc117176334][bookmark: _Toc525032130]ASSET MANAGEMENT 
The Contractor shall implement administrative, technical, and physical controls necessary to safeguard information technology assets from threats to their confidentiality, integrity, or availability, whether internal or external, deliberate or accidental. Asset management controls shall include at a minimum:
A. Information technology asset identification and inventory;
B. Assigning custodianship of assets; and
C. Restricting the use of non-authorized devices.

[bookmark: _Toc21352792][bookmark: _Toc22560017][bookmark: _Toc32310660][bookmark: _Toc117176335][bookmark: _Toc525032131]SECURITY CATEGORIZATION 
The Contractor shall implement processes that classify information and categorize information systems throughout their lifecycles according to their sensitivity and criticality, along with the risks and impact in the event that there is a loss of confidentiality, integrity, availability, or breach of privacy. Information classification and system categorization includes labeling and handling requirements. Security categorization controls shall include the following, at a minimum:
A. Implementing a data protection policy;
B. Classifying data and information systems in accordance with their sensitivity and criticality;
C. Masking sensitive data that is displayed or printed; and
D. Implementing handling and labeling procedures.

[bookmark: _Toc21352793][bookmark: _Toc22560018][bookmark: _Toc32310661][bookmark: _Toc117176336][bookmark: _Toc525032132]MEDIA PROTECTION 
The Contractor shall establish controls to ensure data and information, in all forms and mediums, are protected throughout their lifecycles based on their sensitivity, value, and criticality, and the impact that a loss of confidentiality, integrity, availability, and privacy would have on the Contractor, business partners, or individuals. Media protections shall include, at a minimum:
A. Media storage/access/transportation; 
B. Maintenance of sensitive data inventories;
C. Application of cryptographic protections; 
D. Restricting the use of portable storage devices;
E. Establishing records retention requirements in accordance with business objectives and statutory and regulatory obligations; and
F. Media disposal/sanitization.

[bookmark: _Toc21352794][bookmark: _Toc22560019][bookmark: _Toc32310662][bookmark: _Toc117176337][bookmark: _Toc525032133]CRYPTOGRAPHIC PROTECTIONS 
The Contractor shall employ cryptographic safeguards to protect sensitive information in transmission, in use, and at rest, from a loss of confidentiality, unauthorized access, or disclosure.  Cryptographic protections shall include at a minimum:
A. Using industry standard encryption algorithms;
B. Establishing requirements for encryption of data in transit;
C. Establishing requirements for encryption of data at rest; and
D. Implementing cryptographic key management processes and controls.
[bookmark: _Toc525032134]
[bookmark: _Toc21352795][bookmark: _Toc22560020][bookmark: _Toc32310663][bookmark: _Toc117176338]ACCESS MANAGEMENT 
The Contractor shall establish security requirements and ensure appropriate mechanisms are provided for the control, administration, and tracking of access to, and the use of, the Contractor’s information systems that contain or could be used to access State data. Access management plan shall include the following features: 
A. Ensure the principle of least privilege is applied for specific duties and information systems (including specific functions, ports, protocols, and services), so processes operate at privilege levels no higher than necessary to accomplish required organizational missions and/or functions;
B. Implement account management processes for registration, updates, changes and de-provisioning of system access;
C. Apply the principles of least privilege when provisioning access to organizational assets;
D. Provision access according to an individual’s role and business requirements for such access;
E. Implement the concept of segregation of duties by disseminating tasks and associated privileges for specific sensitive duties among multiple people; 
F. Conduct periodic reviews of access authorizations and controls.
[bookmark: _Toc525032135]
[bookmark: _Toc21352796][bookmark: _Toc22560021][bookmark: _Toc32310664][bookmark: _Toc117176339]IDENTITY AND AUTHENTICATION 
The Contractor shall establish procedures and implement identification, authorization, and authentication controls to ensure only authorized individuals, systems, and processes can access the State’s information and Contractor’s information and information systems. Identity and authentication provides a level of assurance that individuals who log into a system are who they say they are.  Identity and authentication controls shall include, at a minimum:
A. Establishing and managing unique identifiers (e.g. User-IDs) and secure authenticators (e.g. passwords, biometrics, personal identification numbers, etc.) to support nonrepudiation of activities by users or processes; and
B. Implementing multi-factor authentication (MFA) requirements for access to sensitive and critical systems, and for remote access to the Contractor’s systems.

[bookmark: _Toc21352797][bookmark: _Toc22560022][bookmark: _Toc32310665][bookmark: _Toc117176340][bookmark: _Toc525032136]REMOTE ACCESS 
The Contractor shall strictly control remote access to the Contractor’s internal networks, systems, applications, and services. Appropriate authorizations and technical security controls shall be implemented prior to remote access being established. Remote access controls shall include at a minimum:
A. Establishing centralized management of the Contractor’s remote access infrastructure;
B. Implementing technical security controls (e.g. encryption, multi-factor authentication, IP whitelisting, geo-fencing); and
C. Training users in regard to information security risks and best practices related remote access use.
[bookmark: _Toc525032137]
[bookmark: _Toc21352798][bookmark: _Toc22560023][bookmark: _Toc32310666][bookmark: _Toc117176341]SECURITY ENGINEERING AND ARCHITECTURE 
The Contractor shall employ security engineering and architecture principles for all information technology assets, and such principles shall incorporate industry recognized leading security practices and sufficiently address applicable statutory and regulatory obligations. Applying security engineering and architecture principles shall include:
A. Implementing configuration standards that are consistent with industry-accepted system hardening standards and address known security vulnerabilities for all system components; 
B. Establishing a defense in-depth security posture that includes layered technical, administrative, and physical controls; 
C. Incorporating security requirements into the systems throughout their life cycles; 
D. Delineating physical and logical security boundaries; 
E. Tailoring security controls to meet organizational and operational needs; 
F. Performing threat modeling to identify use cases, threat agents, attack vectors, and attack patterns as well as compensating controls and design patterns needed to mitigate risk;  
G. Implementing controls and procedures to ensure critical systems fail-secure and fail-safe in known states; and 
H. Ensuring information system clock synchronization.
[bookmark: _Toc525032138]
[bookmark: _Toc21352799][bookmark: _Toc22560024][bookmark: _Toc32310667][bookmark: _Toc117176342]CONFIGURATION MANAGEMENT 
The Contractor shall ensure that baseline configuration settings are established and maintained in order to protect the confidentiality, integrity, and availability of all information technology assets. Secure configuration management shall include, at a minimum:
A. Hardening systems through baseline configurations; and
B. Configuring systems in accordance with the principle of least privilege to ensure processes operate at privilege levels no higher than necessary to accomplish required functions. 
[bookmark: _Toc525032139]
[bookmark: _Toc21352800][bookmark: _Toc22560025][bookmark: _Toc32310668][bookmark: _Toc117176343]ENDPOINT SECURITY 
The Contractor shall ensure that endpoint devices are properly configured, and measures are implemented to protect information and information systems from a loss of confidentiality, integrity, and availability. Endpoint security shall include, at a minimum:
A. Maintaining an accurate and updated inventory of endpoint devices;
B. Applying security categorizations and implementing appropriate and effective safeguards on endpoints;
C. Maintaining currency with operating system and software updates and patches;
D. Establishing physical and logical access controls; 
E. Applying data protection measures (e.g. cryptographic protections);
F. Implementing anti-malware software, host-based firewalls, and port and device controls;
G. Implementing host intrusion detection and prevention systems (HIDS/HIPS) where applicable;
H. Restricting access and/or use of ports and I/O devices; and 
I. Ensuring audit logging is implemented and logs are reviewed on a continuous basis.

[bookmark: _Toc21352801][bookmark: _Toc22560026][bookmark: _Toc32310669][bookmark: _Toc117176344][bookmark: _Toc525032140]ICS/SCADA/OT SECURITY 
The Contractor shall implement controls and processes to ensure risks, including risks to human safety, are accounted for and managed in the use of Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA) systems and Operational Technologies (OT).  ICS/SCADA/OT Security requires the application of all of the enumerated control areas in this Bid Solicitation, including, at a minimum:
A. Conducting risk assessments prior to implementation and throughout the lifecycles of ICS/SCADA/OT assets;
B. Developing policies and standards specific to ICS/SCADA/OT assets;
C. Ensuring the secure configuration of ICS/SCADA/OT assets;
D. Segmenting ICS/SCADA/OT networks from the rest of the Contractor’s networks;
E. Ensuring least privilege and strong authentication controls are implemented;
F. Implementing redundant designs or failover capabilities to prevent business disruption or physical damage; and
G. Conducting regular maintenance on ICS/SCADA/OT systems.

[bookmark: _Toc21352802][bookmark: _Toc22560027][bookmark: _Toc32310670][bookmark: _Toc117176345][bookmark: _Toc525032141]INTERNET OF THINGS SECURITY 
The Contractor shall implement controls and processes to ensure risks are accounted for and managed in the use of Internet of Things (IoT) devices including, but not limited to, physical devices, vehicles, appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these devices to connect and exchange data.  IoT. IoT security shall include, at a minimum, the following:
A. Developing policies and standards specific to IoT assets;
B. Ensuring the secure configuration of IoT assets;
C. Conducting risk assessments prior to implementation and throughout the lifecycles of IoT assets;
D. Segmenting IoT networks from the rest of the Contractor’s networks; and
E. Ensuring least privilege and strong authentication controls are implemented.

[bookmark: _Toc21352803][bookmark: _Toc22560028][bookmark: _Toc32310671][bookmark: _Toc117176346][bookmark: _Toc525032142]MOBILE DEVICE SECURITY 
The Contractor shall establish administrative, technical, and physical security controls required to effectively manage the risks introduced by mobile devices used for organizational business purposes.  Mobile device security shall include, at a minimum, the following:
A. Establishing requirements for authorization to use mobile devices for organizational business purposes;
B. Establishing Bring Your Own Device (BYOD) processes and restrictions;
C. Establishing physical and logical access controls;
D. Implementing network access restrictions for mobile devices;
E. Implementing mobile device management solutions to provide centralized management of mobile devices and to ensure technical security controls (e.g. encryption, authentication, remote-wipe, etc.) are implemented and updated as necessary; 
F. Establishing approved application stores from which applications can be acquired;
G. Establishing lists approved applications that can be used; and
H. Training of mobile device users regarding security and safety.
[bookmark: _Toc525032143]
[bookmark: _Toc21352804][bookmark: _Toc22560029][bookmark: _Toc32310672][bookmark: _Toc117176347]NETWORK SECURITY 
The Contractor shall implement defense-in-depth and least privilege strategies for securing the information technology networks that it operates. To ensure information technology resources are available to authorized network clients and protected from unauthorized access, the Contractor shall:
A. Include protection mechanisms for network communications and infrastructure (e.g. layered defenses, denial of service protection, encryption for data in transit, etc.); 
B. Include protection mechanisms for network boundaries (e.g. limit network access points, implement firewalls, use Internet proxies, restrict split tunneling, etc.); 
C. Control the flow of information (e.g. deny traffic by default/allow by exception, implement Access Control Lists, etc.); and
D. Control access to the Contractor’s information systems (e.g. network segmentation, network intrusion detection and prevention systems, wireless restrictions, etc.). 
[bookmark: _Toc525032144]
[bookmark: _Toc21352805][bookmark: _Toc22560030][bookmark: _Toc32310673][bookmark: _Toc117176348]CLOUD SECURITY 
The Contractor shall establish security requirements that govern the use of private, public, and hybrid cloud environments to ensure risks associated with a potential loss of confidentiality, integrity, availability, and privacy are managed.  This shall ensure, at a minimum, the following:
A. Security is accounted for in the acquisition and development of cloud services;
B. The design, configuration, and implementation of cloud-based applications, infrastructure and system-system interfaces are conducted in accordance with mutually agreed-upon service, security, and capacity-level expectations; 
C. Security roles and responsibilities for the Contractor and the cloud provider are delineated and documented; and
D. Controls necessary to protect sensitive data in public cloud environments are implemented. 
[bookmark: _Toc525032145]
[bookmark: _Toc21352806][bookmark: _Toc22560031][bookmark: _Toc32310674][bookmark: _Toc117176349]CHANGE MANAGEMENT 
The Contractor shall establish controls required to ensure change is managed effectively. Changes are appropriately tested, validated, and documented before implementing any change on a production network. Change management provides the Contractor with the ability to handle changes in a controlled, predictable, and repeatable manner, and to identify, assess, and minimize the risks to operations and security. Change management controls shall include, at a minimum, the following:
A. Notifying all stakeholder of changes; 
B. Conducting a security impact analysis and testing for changes prior to rollout; and 
C. Verifying security functionality after the changes have been made.
[bookmark: _Toc525032146]
[bookmark: _Toc21352807][bookmark: _Toc22560032][bookmark: _Toc32310675][bookmark: _Toc117176350]MAINTENANCE 
The Contractor shall implement processes and controls to ensure that information assets are properly maintained, thereby minimizing the risks from emerging information security threats and/or the potential loss of confidentiality, integrity, or availability due to system failures. Maintenance security shall include, at a minimum, the following:
A. Conducting scheduled and timely maintenance;
B. Ensuring individuals conducting maintenance operations are qualified and trustworthy; and
C. Vetting, escorting and monitoring third-parties conducting maintenance operations on information technology assets.
[bookmark: _Toc525032147]
[bookmark: _Toc21352808][bookmark: _Toc22560033][bookmark: _Toc32310676][bookmark: _Toc117176351]THREAT MANAGEMENT 
The Contractor shall establish effective communication protocols and processes to collect and disseminate actionable threat intelligence, thereby providing component units and individuals with the information necessary to effectively manage risk associated with new and emerging threats to the organization’s information technology assets and operations. Threat management includes, at a minimum:
A. Developing, implementing, and governing processes and documentation to facilitate the implementation of a threat awareness policy, as well as associated standards, controls and procedures.
B. Subscribing to and receiving relevant threat intelligence information from the US CERT, the organization’s vendors, and other sources as appropriate.
[bookmark: _Toc525032148]
[bookmark: _Toc21352809][bookmark: _Toc22560034][bookmark: _Toc32310677][bookmark: _Toc117176352]VULNERABILITY AND PATCH MANAGEMENT
The Contractor shall implement proactive vulnerability identification, remediation, and patch management practices to minimize the risk of a loss of confidentiality, integrity, and availability of information system, networks, components, and applications. Vulnerability and patch management practices shall include, at a minimum, the following:
A. Prioritizing vulnerability scanning and remediation activities based on the criticality and security categorization of systems and information, and the risks associated with a loss of confidentiality, integrity, availability, and/or privacy; 
B. Maintaining software and operating systems at the latest vendor-supported patch levels; 
C. Conducting penetration testing and red team exercises; and
D. Employing qualified third-parties to periodically conduct Independent vulnerability scanning, penetration testing, and red-team exercises.
[bookmark: _Toc525032149]
[bookmark: _Toc21352810][bookmark: _Toc22560035][bookmark: _Toc32310678][bookmark: _Toc117176353]CONTINUOUS MONITORING 
The Contractor shall implement continuous monitoring practices to establish and maintain situational awareness regarding potential threats to the confidentiality, integrity, availability, privacy and safety of information and information systems through timely collection and review of security-related event logs. Continuous monitoring practices shall include, at a minimum, the following:
A. Centralizing the collection and monitoring of event logs;
B. Ensuring the content of audit records includes all relevant security event information;
C. Protecting of audit records from tampering; and
D. Detecting, investigating, and responding to incidents discovered through monitoring.

[bookmark: _Toc21352811][bookmark: _Toc22560036][bookmark: _Toc32310679][bookmark: _Toc117176354][bookmark: _Toc525032150]SYSTEM DEVELOPMENT AND ACQUISITION 
The Contractor shall establish security requirements necessary to ensure that systems and application software programs developed by the Contractor or third-parties (e.g. vendors, contractors, etc.) perform as intended to maintain information confidentiality, integrity, and availability, and the privacy and safety of individuals. System development and acquisition security practices shall include, at a minimum, the following:
A. Secure coding; 
B. Separation of development, testing, and operational environments; 
C. Information input restrictions; 
D. Input data validation;
E. Error handling; 
F. Security testing throughout development;
G. Restrictions for access to program source code; and 
H. Security training of software developers and system implementers.
[bookmark: _Toc525032151]
[bookmark: _Toc21352812][bookmark: _Toc22560037][bookmark: _Toc32310680][bookmark: _Toc117176355]PROJECT AND RESOURCE MANAGEMENT 
The Contractor shall ensure that controls necessary to appropriately manage risks are accounted for and implemented throughout the System Development Life Cycle (SDLC). Project and resource management security practices shall include, at a minimum:
A. Defining and implementing security requirements;  
B. Allocating resources required to protect systems and information; and 
C. Ensuring security requirements are accounted for throughout the SDLC.

[bookmark: _Toc21352813][bookmark: _Toc22560038][bookmark: _Toc32310681][bookmark: _Toc117176356][bookmark: _Toc525032152]CAPACITY AND PERFORMANCE MANAGEMENT 
The Contractor shall implement processes and controls necessary to protect against avoidable impacts to operations by proactively managing the capacity and performance of its critical technologies and supporting infrastructure. Capacity and performance management practices shall include, at a minimum, the following: 
A. Ensuring the availability, quality, and adequate capacity of compute, storage, memory and network resources are planned, prepared, and measured to deliver the required system performance and future capacity requirements; and
B. Implementing resource priority controls to prevent or limit Denial of Service (DoS) effectiveness.
[bookmark: _Toc525032153]
[bookmark: _Toc21352814][bookmark: _Toc22560039][bookmark: _Toc32310682][bookmark: _Toc117176357]THIRD PARTY MANAGEMENT 
The Contractor shall implement processes and controls to ensure that risks associated with third-parties (e.g. vendors, contractors, business partners, etc.) providing information technology equipment, software, and/or services are minimized or avoided. Third party management processes and controls shall include, at a minimum:
A. Tailored acquisition strategies, contracting tools, and procurement methods for the purchase of systems, system components, or system service from suppliers;
B. Due diligence security reviews of suppliers and third parties with access to the Contractor’s systems and sensitive information;
C. Third party interconnection security; and
D. Independent testing and security assessments of supplier technologies and supplier organizations.
[bookmark: _Toc525032154]
[bookmark: _Toc21352815][bookmark: _Toc22560040][bookmark: _Toc32310683][bookmark: _Toc117176358]PHYSICAL AND ENVIRONMENTAL SECURITY 
The Contractor shall establish physical and environmental protection procedures that limit access to systems, equipment, and the respective operating environments, to only authorized individuals. The Contractor ensures appropriate environmental controls in facilities containing information systems and assets, to ensure sufficient environmental conditions exist to avoid preventable hardware failures and service interruptions. Physical and environmental controls shall include, at a minimum, the following:
A. Physical access controls (e.g. locks, security gates and guards, etc.);
B. Visitor controls;
C. Security monitoring and auditing of physical access; 
D. Emergency shutoff;
E. Emergency power;
F. Emergency lighting;
G. Fire protection; 
H. Temperature and humidity controls;
I. Water damage protection; and 
J. Delivery and removal of information assets controls.

[bookmark: _Toc21352816][bookmark: _Toc22560041][bookmark: _Toc32310684][bookmark: _Toc117176359][bookmark: _Toc525032155]CONTINGENCY PLANNING 
The Contractor shall develop, implement, test, and maintain a contingency plan to ensure continuity of operations for all information systems that deliver or support essential or critical business functions on behalf of the Contractor. The plan shall address the following:
A. Backup and recovery strategies;
B. Continuity of operations;
C. Disaster recovery; and
D. Crisis management.

[bookmark: _Toc21352817][bookmark: _Toc22560042][bookmark: _Toc32310685][bookmark: _Toc117176360][bookmark: _Toc525032156]INCIDENT RESPONSE 
The Contractor shall maintain an information security incident response capability that includes adequate preparation, detection, analysis, containment, recovery, and reporting activities.  Information security incident response activities shall include, at a minimum, the following:
A. Information security incident reporting awareness;
B. Incident response planning and handling;
C. Establishment of an incident response team;
D. Network Security and Privacy Liability insurance;Cybersecurity insurance; 
E. Contracts with external incident response services specialists; and
F. Contacts with law enforcement cybersecurity units.

[bookmark: _Toc32310686][bookmark: _Toc117176361]TAX RETURN DATA SECURITY
A.	PERFORMANCE
1. In performance of this Contract, the Contractor agrees to comply with and assume responsibility for compliance by his or her employees with the following requirements:
2. All work will be done under the supervision of the Contractor or the Contractor’s employees;
3. Any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Contract Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this Contract Disclosure to anyone other than an officer or employee of the Contractor will be prohibited;
4. All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output will be given the same level of protection as required for the source material;
5. The Contractor certifies that the data processed during the performance of this Contract will be completely purged from all data storage components of his or her computer facility, and the Contractor will retain no output at the time the work is completed.  If immediate purging of all data storage components is not possible, the Contractor certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures;
6. Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee.  When this is not possible, the Contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used;
7. All computer systems receiving, processing, storing, or transmitting federal tax information must meet the requirements defined in IRS Publication 1075. To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls.  All security features must be available and activated to protect against unauthorized use of and access to federal tax information.
8. No work involving federal tax information furnished under this Contract will be subcontracted without prior written approval of the IRS;
9. The Contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upon request, to the IRS reviewing office; and
10. The agency will have the right to void this Contract if the Contractor fails to provide the safeguards described above.

B.	CRIMINAL/CIVIL SANCTIONS
1. Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as five (5) years’, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure.  These penalties are prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1;
2. Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Contract  Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of this Contract  Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as one (1) year, or both, together with the costs of prosecution.  Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for federal employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These penalties are prescribed by IRC section 7213A and 7431;
3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.  Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000; and
4. Granting a Contractor access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information.  Contractors must maintain its authorization to access FTI through annual recertification.  The initial certification and recertification must be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, Contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6, IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of Information). The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. For both the initial certification and the annual certification, the Contractor should sign, either with ink or electronic signature, a confidentiality statement certifying its understanding of the security requirements.

C.	INSPECTION
The IRS and the Agency shall have the right to send its officers and employees into the offices and plants of the Contractor for inspection of the facilities and operations provided for the performance of any work under this Contract On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with Contract safeguards.



[bookmark: _4.4.1.1_Ownership_Disclosure][bookmark: _4.4.1.1_Signatory_page][bookmark: _4.4.2.3_Contract_Schedule][bookmark: _4.4.2.4_mobilization_and][bookmark: _Toc117176362]MODIFICATIONS TO THE STATE OF NEW JERSEY STANDARD TERMS AND CONDITIONS

[bookmark: _Toc117176363]INDEMNIFICATION
Section 4.1 of the State Standard Terms and Conditions is deleted in its entirety and replaced with the following;

4.1 	INDEMNIFICATION 
A. CONTRACTOR RESPONSIBILITIES - The Contractor’s liability to the State and its employees in third party suits shall be as follows:
1. The Contractor shall indemnify, defend, and save harmless the State and its officers, agents, servants and employees, from and against any and all third party claims, demands, suits, actions, recoveries, judgments and costs and expenses in connection therewith:
i.	For or on account of the loss of life, tangible property (not including lost or damaged data) or injury or damage to the person, body or property (not including lost or damaged data) of any person or persons whatsoever, which shall arise from or result directly or indirectly from the work and/or products supplied under this Contract; and  
ii.	For or on account of the use of any patent, copyright, trademark, trade secret or other proprietary right of any copyrighted or copyrighted composition, secret process, patented or unpatented invention, article or appliance (“Intellectual Property Rights”) furnished or used in the performance of the contract; and
iii.	For or on account of a Breach of Security resulting from Contractor’s breach of its obligation to encrypt Personal Data or otherwise prevent its release or misuse; and
iv.	The Contractor’s indemnification and liability under Section 4.1(A)(1) is not limited by, but is in addition to the insurance obligations contained in Section 4.2 of the State Standard Terms and Conditions.  
2. In the event of a claim or suit involving third-party Intellectual Property Rights, the Contractor, at its option, may: (1) procure for the State the legal right to continue the use of the product; (2) replace or modify the product to provide a non-infringing product that is the functional equivalent; or (3) refund the purchase price less a reasonable allowance for use that is agreed to by both parties.  The State will: (1) promptly notify Contractor  in writing of the claim or suit; (2) Contractor shall have control of the defense and settlement of any claim that is subject to Section 4.1(A)(1); provided, however, that the State must approve any settlement of the alleged claim, which approval shall not be unreasonably withheld. The State may observe the proceedings relating to the alleged claim and confer with the Contractor at its expense. Furthermore, neither Contractor nor any attorney engaged by Contractor shall defend the claim in the name of the State of New Jersey, nor purport to act as legal representative of the State of New Jersey, without having provided notice to the Director of the Division of Law in the Department of Law and Public Safety and to the Director of DPP.  The State of New Jersey may, at its election and expense, assume its own defense and settlement.
3. Notwithstanding the foregoing, Contractor  has no obligation or liability for any claim or suit concerning third-party Intellectual Property Rights arising from: (1) the State’s unauthorized combination, operation, or use of a product supplied under this contract with any product, device, or software not supplied by Contractor; (2) the State’s unauthorized alteration or modification of any product supplied under this contract; (3) the Contractor’s compliance with the State’s designs, specifications, requests, or instructions, provided that if the State provides Contractor with such designs, specifications, requests, or instructions, Contractor shall review same and advise if such designs, specifications, requests or instructions present potential issues of patent or copyright infringement and the State nonetheless directs the Contractor  to proceed with one or more designs, specifications, requests or instructions that present potential issues of patent or copyright infringement; or (4) the State’s failure to promptly implement a required update, use a new version of the product, or to make a change or modification to the product if requested in writing by Contractor. 
4. Contractor will be relieved of its responsibilities under Subsection 4.1(A)(1)(i), (ii), and (iii) for any claims made by an unaffiliated third party that arise solely from the actions or omissions of the State, its officers, employees or agents. 
5. This section states the entire obligation of Contractor and the exclusive remedy of the State, in respect of any infringement or alleged infringement of any Intellectual Property Rights.  This indemnity obligation and remedy are given to the State solely for its benefit and in lieu of, and Contractor disclaims, all warranties, conditions and other terms of non-infringement or title with respect to any product.
6. The provisions of this indemnification clause shall in no way limit the Contractor’s obligations assumed in the Contract, nor shall they be construed to relieve the Contractor from any liability, nor preclude the State from taking any other actions available to it under any other provisions of the contract or otherwise at law or equity.  
7. The Contractor agrees that any approval by the State of the work performed and/or reports, plans or specifications provided by the Contractor shall not operate to limit the obligations of the Contractor assumed in the Contract.
8. The State of New Jersey will not indemnify, defend or hold harmless the Contractor. The State will not pay or reimburse for claims absent compliance with Section 4.1(B) below and a determination by the State to pay the claim or a final order of a court of competent jurisdiction.
B. STATE RESPONSIBILITIES - Subject to the New Jersey Tort Claims Act (N.J.S.A. 59:1-1 et seq.), the New Jersey Contractual Liability Act (N.J.S.A. 59:13-1 et seq.) and the appropriation and availability of funds, the State will be responsible for any cost or damage arising out of actions or inactions of the State, its employees or agents under Section 4.1(A)(1)(i), (ii), and (iii) which results in an unaffiliated third party claim.  This is Contractor’s exclusive remedy for these claims.

[bookmark: _Toc117176364]INSURANCE

[bookmark: _Toc400531536][bookmark: _Toc428534007][bookmark: _Toc32310729][bookmark: _Toc117176365]The Contractor may meet the Professional Liability and Cyber Breach Insurance requirements listed below (at Sections 7.2.1 and 7.2.2, respectively) under a single Technology Errors & Omissions Liability Insurance policy, if applicable. 
PROFESSIONAL LIABILITY INSURANCE


Section 4.2 of the SSTC is supplemented with the following:  

Professional Liability Insurance:  The Contractor shall carry Errors and Omissions, Professional Liability Insurance, and/or Professional Liability Malpractice Insurance sufficient to protect the Contractor from any liability arising out the professional obligations performed pursuant to the requirements of this Contract.  The insurance shall be in the amount of not less than $2,000,000 and in such policy forms as shall be approved by the State.  If the Contractor has claims-made coverage and subsequently changes carriers during the term of this Contract, it shall obtain from its new Errors and Omissions, Professional Liability Insurance, and/or Professional Malpractice Insurance carrier an endorsement for retroactive coverage.



[bookmark: _Toc32310730][bookmark: _Toc117176366]CYBER BREACH INSURANCE
Section 4.2 of the SSTC supplemented with the following:   

Cyber Breach Insurance: The Contractor shall carry Cyber Breach Insurance sufficient to protect the Contractor from any liability arising out of its performance pursuant to the requirements of this Contract.  The insurance shall be in an amount of not less than $5,000,000 and in such policy forms as shall be approved by the State.  The insurance shall at a minimum cover the following: Data loss, ransomware and similar breaches to computers, servers and software; Protection against third-party claims; cost of notifying affected parties; cost of providing credit monitoring to affected parties; forensics; cost of public relations consultants; regulatory compliance costs; costs to pursue indemnity rights; costs to Data Breach and Credit Monitoring Services analyze the insured’s legal response obligations; costs of defending lawsuits; judgments and settlements; regulatory response costs; costs of responding to regulatory investigations; and costs of settling regulatory claims. 

The Vendor {Contractor} may meet the Cyber Breach Insurance and Professional Liability Insurance, above, under a single policy of Technology Errors & Omissions Liability Insurance, if applicable. 

[bookmark: _Toc117176367]LIMITATION OF LIABILITY OPTIONS
Section 4.0 of the SSTC is supplemented with the following:

4.3 LIMITATION OF LIABILITY
The Contractor’s liability to the State for actual, direct damages resulting from the Contractor’s performance or non-performance of, or in any manner related to this Contract, for any and all claims, shall be limited in the aggregate to 200% of the fees paid to Contractor for the products or Services giving rise to such damages. Notwithstanding anything stated herein, in no event shall the limit of liability be less than $100,000.   

This The above limitation of liability shall not apply to the following, for which the applicable limitation of liability shall be the greater of $500,000 or 500% of the fees paid to the Contractor for the products or Services giving rise to such damages:
A. The Contractor’s indemnification obligations as described in the SSTC Section 4.1; andor
B. The Contractor’s breach of its obligations of confidentiality described in this Bid Solicitation; andor
C. The Provider’s Data Security Requirements as described in Section 6 (DATA SECURITY REQUIREMENTS – CONTRACTOR RESPONSIBILITY) of this Bid Solicitation.
  
The Contractor’s indemnification obligation is not limited by but is in addition to the insurance obligations.  
The Contractor shall not be liable for special, consequential, or incidental damages.

[bookmark: _Toc117176368]QUOTE EVALUATION AND AWARD

[bookmark: _Toc400531542][bookmark: _Toc428534014][bookmark: _Toc32310736][bookmark: _Toc117176369]RIGHT TO WAIVE
Pursuant to N.J.A.C. 17:12-2.7(d) the Director may waive minor irregularities or omissions in a Quote.  The Director reserves the right to waive a requirement provided that the requirement does not materially affect the procurement or the State's interests associated with the procurement.
[bookmark: _Toc400531543][bookmark: _Toc428534015][bookmark: _Toc32310737]
[bookmark: _Toc117176370]DIRECTOR’S RIGHT TO ACCEPT OR REJECT A QUOTE
The Director reserves the right to reject any or all Quotes, or to award in whole or in part if deemed to be in the best interest of the State to do so. The Director shall have authority to award Contracts in accordance with N.J.S.A. 52:34-12. 

[bookmark: _Toc117176371]RECIPROCITY FOR JURISDICTIONAL BIDDER PREFERENCE
In accordance with N.J.S.A. 52:32-1.4 and N.J.A.C. 17:12-2.13, the State of New Jersey will invoke reciprocal action against an out-of-State Bidder whose state or locality maintains a preference practice for its in-state Bidders.  The State of New Jersey will use the annual surveys compiled by the Council of State Governments, National Association of State Procurement Officials, or the National Institute of Governmental Purchasing or a State’s statutes and regulations to identify States having preference laws, regulations, or practices and to invoke reciprocal actions. The State of New Jersey may obtain additional information as it deems appropriate to supplement the stated survey information.

A Bidder may submit information related to preference practices enacted for a State or Local entity outside the State of New Jersey. This information may be submitted in writing as part of the Quote response, including name of the locality having the preference practice, as well as identification of the county and state, and should include a copy of the appropriate documentation, i.e., resolution, regulation, law, notice to Bidder, etc.  It is the responsibility of the Bidder to provide documentation with the Quote or submit it to the Director within five (5) business days after the deadline for Quote submission.  Written evidence for a specific procurement that is not provided to the Director within five (5) business days of the public Quote submission date may not be considered in the evaluation of that procurement, but may be retained and considered in the evaluation of subsequent procurements.

[bookmark: _Toc400531545][bookmark: _Toc428534017][bookmark: _Toc32310739][bookmark: _Toc117176372]CLARIFICATION OF QUOTE
After the Quote Opening Date, unless requested by the State as noted below, Bidder contact with the Procurement Bureau regarding this Bid Solicitation and the submitted Quote is not permitted. 

After the Quotes are reviewed, one (1), some or all of the Bidders may be asked to clarify certain aspects of its Quote.  A request for clarification may be made in order to resolve minor ambiguities, irregularities, informalities or clerical errors.  Clarifications cannot correct any deficiencies, material omissions, or used to revise or modify a Quote.

The Director reserves the right to request that a Bidder to explain, in detail, how the Quote price was determined.

[bookmark: _Toc32310741][bookmark: _Toc117176373][bookmark: _Toc118513837][bookmark: _Toc400531547][bookmark: _Toc428534019]ORAL PRESENTATION 
Not applicable to this procurement.

[bookmark: _Toc117176374]TIE QUOTES
Tie Quotes will be awarded by the Director in accordance with N.J.A.C. 17:12-2.10. 

[bookmark: _Toc117176375]STATE'S RIGHT TO INSPECT BIDDER’S FACILITIES
The State reserves the right to inspect the Bidder’s establishment before making an award, for the purposes of ascertaining whether the Bidder has the necessary facilities for performing the Contract.

[bookmark: _Toc117176376]STATE'S RIGHT TO CHECK REFERENCES
The State may also consult with clients of the Bidder during the evaluation of Quotes. Such consultation is intended to assist the State in making a Contract award that is most advantageous to the State.

[bookmark: _Toc117176377]EVALUATION CRITERIA
The following evaluation criteria categories, not necessarily listed in order of significance, will be used to evaluate Quotes received in response to this Bid Solicitation.  The evaluation criteria categories may be used to develop more detailed evaluation criteria to be used in the evaluation process.



[bookmark: _Toc118513839][bookmark: _Toc400531549][bookmark: _Toc428534021][bookmark: _Toc32310743][bookmark: _Toc117176378]TECHNICAL EVALUATION CRITERIA
The following criteria will be used to evaluate and score Quotes received in response to this Bid Solicitation.  Each criterion will be scored, and each score multiplied by a predetermined weight to develop the Technical Evaluation Score:
A. Personnel:  The qualifications and experience of the Bidder’s management, supervisory, and key personnel assigned to the Contract, including the candidates recommended for each of the positions/roles required;
B. Experience of firm:  The Bidder’s documented experience in successfully completing Contract of a similar size and scope in relation to the work required by this Bid Solicitation; and
C. Ability of firm to complete the Scope of Work based on its Technical Quote:  The Bidder’s demonstration in the Quote that the Bidder understands the requirements of the Scope of Work and presents an approach that would permit successful performance of the technical requirements of the Contract.

[bookmark: _Toc118513840][bookmark: _Toc400531550][bookmark: _Toc428534022][bookmark: _Toc32310744][bookmark: _Toc117176379]PRICE EVALUATION
The Procurement Bureau will utilize a weighted consumption/market basket model to evaluate pricing.  The pricing model will be date-stamped and entered into the record before Quote opening.  

[bookmark: _Toc118513841][bookmark: _Toc400531551][bookmark: _Toc428534023][bookmark: _Toc32310745][bookmark: _Toc117176380]QUOTE DISCREPANCIES
In evaluating Quotes, discrepancies between words and figures will be resolved in favor of words.  Discrepancies between Unit Prices and totals of Unit Prices will be resolved in favor of Unit Prices.  Discrepancies in the multiplication of units of work and Unit Prices will be resolved in favor of the Unit Prices.  Discrepancies between the indicated total of multiplied Unit Prices and units of work and the actual total will be resolved in favor of the actual total.  Discrepancies between the indicated sum of any column of figures and the correct sum thereof will be resolved in favor of the correct sum of the column of figures.

[bookmark: _Toc118513842][bookmark: _Toc400531553][bookmark: _Toc428534025][bookmark: _Toc32310747][bookmark: _Toc117176381]NEGOTIATION
In accordance with N.J.S.A. 52:34-12(a)(f) and N.J.A.C. 17:12-2.7, after evaluating Quotes, the Procurement Bureau may establish a competitive range and enter into negotiations with one (1) Bidder or multiple Bidders within this competitive range.  The primary purpose of negotiations is to maximize the State’s ability to obtain the best value based on the mandatory requirements, evaluation criteria, and cost.  Multiple rounds of negotiations may be conducted with one (1) Bidder or multiple Bidders.  Negotiations will be structured by the Procurement Bureau to safeguard information and ensure that all Bidders are treated fairly.

Negotiations will be conducted only in those circumstances where it is deemed by the Director to be in the State’s best interests and to maximize the State’s ability to get the best value.  Therefore, the Bidder is advised to submit its best technical and price Quote in response to this Bid Solicitation since the State may, after evaluation, make a Contract award based on the content of the initial submission.  

If the Procurement Bureau contemplates negotiation, Quote prices will not be publicly read at the Quote opening.  Only the name and address of each Bidder will be publicly announced at the Quote opening.

[bookmark: _Toc117176382]BEST AND FINAL OFFER (BAFO) 
The Procurement Bureau may invite one (1) Bidder or multiple Bidders to submit a Best and Final Offer (BAFO). Said invitation will establish the time and place for submission of the BAFO. Any BAFO that does not result in more advantageous pricing to the State will not be considered, and the State will evaluate the Bidder’s most advantageous previously submitted pricing.

The Division may conduct more than one (1) round of BAFO in order to attain the best value for the State. 

BAFOs will be conducted only in those circumstances where it is deemed by the Procurement Bureau or Director to be in the State’s best interests and to maximize the State’s ability to get the best value.  Therefore, the Bidder is advised to submit its best technical and price Quote in response to this Bid Solicitation since the State may, after evaluation, make a Contract award based on the content of the initial submission 

If the Procurement Bureau contemplates BAFOs, Quote prices will not be publicly read at the Quote opening.  Only the name and address of each Bidder will be publicly announced at the Quote opening.

[bookmark: _Toc32310748][bookmark: _Toc117176383]“REQUEST FOR REVISION” WITHIN NJSTART
The State may request a revision of the Bidder’s Quote within NJSTART. The Bidder shall respond to the “Request for Revision” only for the reason(s) identified by the State. Any changes made by a Bidder to the Quote other than as requested by the State shall be considered null and void. 

[bookmark: _Toc400531554][bookmark: _Toc428534026][bookmark: _Toc32310749][bookmark: _Toc117176384]POOR PERFORMANCE
A Bidder with a history of performance problems may be bypassed for consideration of an award issued as a result of this Bid Solicitation. The following materials may be reviewed to determine Bidder performance:  
A. Contract cancellations for cause pursuant to State of New Jersey Standard Terms and Conditions Section 5.7(B); 
B. Information contained in Vendor performance records; 
C. Information obtained from audits or investigations conducted by a local, state or federal agency of the Bidder’s work experience; 
D. Current licensure, registration, and/or certification status and relevant history thereof; or 
E. Bidder’s status or rating with established business/financial reporting services, as applicable.  

Bidders should note that this list is not exhaustive.

[bookmark: _Toc117176385]RECOMMENDATION FOR AWARD 
After the evaluation of the submitted Quotes is complete, the Procurement Bureau will recommend to the Director for award, the responsible Bidder(s) whose Quote, conforming to this Bid Solicitation, is most advantageous to the State, price and other factors considered.  The Director may accept, reject or modify the recommendation of the Procurement Bureau.

[bookmark: _Toc400531561][bookmark: _Toc428534033][bookmark: _Toc32310756][bookmark: _Toc117176386]CONTRACT AWARD
Contract awards will be made with reasonable promptness by written notice to those responsible Bidders, whose Quotes, conforming to this Bid Solicitation, are most advantageous to the State, price, and other factors considered.  Any or all Quotes may be rejected when the State Treasurer or the Director determines that it is in the public interest to do so. 

The State intends to award up to three (3) Contracts to Bidders pursuant to the criteria established in Bid Solicitation Section 8.9 Evaluation Criteria. The State will solicit Mini-Bid responses from all awarded Bidders for the development of each new e-Government application project under this Bid Solicitation. Contract awards will be publicly posted under the relevant contract number and available on NJSTART.
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Unless otherwise specified in the Bid Solicitation, the following definitions will be part of any Contract awarded, or order placed, as a result of this Bid Solicitation.  Note that not all definitions included here apply to all Bid Solicitations.
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Acceptance – The written confirmation by the Using Agency that Contractor has completed a Deliverable according to the specified requirements.

All-Inclusive Hourly Rate – An hourly rate comprised of all direct and indirect costs including, but not limited to: labor costs, overhead, fee or profit, clerical support, travel expenses, per diem, safety equipment, materials, supplies, managerial support and all documents, forms, and reproductions thereof.  This rate also includes portal-to-portal expenses as well as per diem expenses such as food.

Apparel - means any clothing, headwear, linens or fabric.  

Apparel Contracts - include all purchases, rentals or other acquisition of apparel products by the State of New Jersey, including authorizations by the State of New Jersey for vendors to sell apparel products through cash allowances or vouchers issued by the State of New Jersey, and license agreements with a public body.

Apparel Production - includes the cutting and manufacturing of apparel products performed by the vendor or by any subcontractors, but not including the production of supplies or sundries such as buttons, zippers, and thread.

Best and Final Offer or BAFO – Pricing timely submitted by a Bidder upon invitation by the Procurement Bureau after Quote opening, with or without prior discussion or negotiation.

Bid or Bid Solicitation – The documents which establish the bidding and Contract requirements and solicits Quotes to meet the needs of the Using Agencies as identified herein, and includes the Bid Solicitation, State of New Jersey Standard Terms and Conditions (SSTC), State-Supplied Price Sheet, Attachments, and Bid Amendments.

Bid Amendment – Written clarification or revision to this Bid Solicitation issued by the Division. Bid Amendments, if any, will be issued prior to Quote opening.

Bid Opening Date – The date Quotes will be opened for evaluation and closed to further Quote submissions.
Bid Security - means a guarantee, in a form acceptable to the Division, that the bidder, if selected, will accept the contract as bid; otherwise, the bidder or, as applicable, its guarantor will be liable for the amount of the loss suffered by the State, which loss may be partially or completely recovered by the State in exercising its rights against the instrument of bid security.

Bidder – An entity offering a Quote in response to the Division’s Bid Solicitation.

Breach of Security – as defined by N.J.S.A. 56:8-161, means unauthorized access to electronic files, media, or data containing Personal Data that compromises the security, confidentiality, or integrity of Personal Data when access to the Personal Data has not been secured by encryption or by any other method or technology that renders the Personal Data unreadable or unusable.  Good faith acquisition of Personal Data by an employee or agent of the Provider for a legitimate business purpose is not a Breach of Security, provided that the Personal Data is not used for a purposes unrelated to the business or subject to further unauthorized disclosure.  

Business Day – Any weekday, excluding Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Calendar Day – Any day, including Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Change Order – An amendment, alteration, or modification of the terms of a Contract between the State and the Contractor(s). A Change Order is not effective until it is signed and approved in writing by the Director or Deputy Director, Division of Purchase and Property.

Commercial off the Shelf Software or COTS - Software provided by Provider that is commercially available and that can be used with little or no modification.


Customized Software - COTS that is adapted or configured by Provider to meet specific requirements of the Authorized Purchaser that differ from the standard requirements of the base product. For the avoidance of doubt, “Customized Software” is not permitted to be sold to the State under the scope of this Contract.

Contract – The Contract consists of the State of NJ Standard Terms and Conditions (SSTC), the Bid Solicitation, the responsive Quote submitted by a responsible Bidder as accepted by the State, the notice of award, any Best and Final Offer, any subsequent written document memorializing the agreement, any modifications to any of these documents approved by the State and any attachments, Bid Amendment or other supporting documents, or post-award documents including Change Orders agreed to by the State and the Contractor, in writing.

Contractor – The Bidder awarded a Contract resulting from this Bid Solicitation.

Cooperative Purchasing Program – The Division’s intrastate program that provides procurement-related assistance to New Jersey local governmental entities and boards of education, State and county colleges and other public entities having statutory authority to utilize select State Contract s issued by the Division, pursuant to the provisions of N.J.S.A. 52:25-16.1 et seq.

Cooperative Purchasing Participants - These participants include quasi-State entities, counties, municipalities, school districts, volunteer fire departments, first aid squads, independent institutions of higher learning, County colleges, and State colleges

Days After Receipt of Order (ARO) – The number of calendar days ‘After Receipt of Order’ in which the Using Agency will receive the ordered materials and/or services.

Dealer/Distributor – A Company authorized by a Bidder or Contractor as having the contractual ability to accept and fulfill orders and receive payments directly on behalf of the Contractor that is awarded a Contract.  Any authorized Dealer/Distributor must agree to all terms and conditions contained within the Bid Solicitation and must agree to provide all products and services in accordance with the Contract specifications, terms, conditions and pricing.  

Deliverable – Goods, products, Services and Work Product that Contractor is required to deliver to the State under the Contract.

Director – Director, Division of Purchase and Property, Department of the Treasury, who by statutory authority is the Chief Contracting Officer for the State of New Jersey; or the Director’s designee.

Disabled Veterans’ Business - means a business which has its principal place of business in the State, is independently owned and operated and at least 51% of which is owned and controlled by persons who are disabled veterans or a business which has its principal place of business in this State and has been officially verified by the United States Department of Veterans Affairs as a service disabled veteran-owned business for the purposes of department contracts pursuant to federal law.  N.J.S.A. 52:32-31.2.

Disabled Veterans’ Business Set-Aside Contract - means a Contract for goods, equipment, construction or services which is designated as a Contract with respect to which bids are invited and accepted only from disabled veterans’ businesses, or a portion of a Contract when that portion has been so designated.  N.J.S.A. 52:32-31.2.

Discount – The standard price reduction applied by the Bidder to all items.

Division – The Division of Purchase and Property.

Evaluation Committee – A group of individuals or a Division staff member assigned by the Director to review and evaluate Quotes submitted in response to this Bid Solicitation and recommend a Contract award to the Director.

Firm Fixed Ceiling Price – A price that is all-inclusive of direct cost and indirect costs, including, but not limited to, direct labor costs, overhead, fee or profit, clerical support, equipment, materials, supplies, managerial (administrative) support, all documents, reports, forms, travel, reproduction and any other costs.

Hardware – Includes computer equipment and any Software provided with the Hardware that is necessary for the Hardware to operate.

Internet of Things (IoT) - the network of physical devices, vehicles, home appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these objects to connect and exchange data.

Intrastate cooperative purchasing participants - refers to political subdivisions, volunteer fire departments and first aid squads, and independent institutions of higher education and school districts pursuant to N.J.S.A. 52:25-16.1 et seq., State and county colleges pursuant to N.J.S.A. 18A:64-60 and 18A:64A-25.9, quasi-State agencies and independent authorities pursuant to N.J.S.A. 52:27B-56.1, and other New Jersey public entities having statutory authority to utilize select State contracts issued by the Division

Joint Venture – A business undertaking by two (2) or more entities to share risk and responsibility for a specific project.


Life cycle assessment – The comprehensive examination of a product’s environmental and economic aspects and potential impacts throughout its lifetime, including raw material extraction, transportation, manufacturing, use and disposal.

Life cycle cost – The amortized total cost of a product, including capital costs, installation costs, operating costs, maintenance costs, and disposal costs discounted over the lifetime of the product.

Master Blanket Purchase Order (Blanket/Blanket P.O.) – A Term Contract that allows repeated purchases from an awarded contract.

Materials in Solid Waste – Material found in the various components of the solid waste stream. General, solid waste has several components, such as municipal solid waste (MSW), construction and demolition debris (C&D), and nonhazardous industrial waste.  Under RCRA Section 6002, EPA considers materials recovered from any component of the solid waste stream when designating items containing Recovered Materials.

May – Denotes that which is permissible or recommended, not mandatory.

Mobile Device - means any device used by Provider that can move or transmit data, including but not limited to laptops, hard drives, and flash drives.

Must – Denotes that which is a mandatory requirement.  

Net Purchases - means the total gross purchases, less credits, taxes, regulatory fees and separately stated shipping charges not included in unit prices, made by Intrastate Cooperative Purchasing Participants, regardless of whether or not NJSTART is used as part of the purchase process.

No Bid – The Bidder is not submitting a price Quote for an item on a price line.

No Charge – The Bidder will supply an item on a price line free of charge.

Non-Public Data - means data, other than Personal Data, that is not subject to distribution to the public as public information. Non-Public Data is data that is identified by the State as non-public information or otherwise deemed to be sensitive and confidential by the State because it contains information that is exempt by statute, ordinance or administrative rule from access by the general public as public information.

Percentage Discount or Markup - The percentage bid applied as a Markup or a Discount to a firm, fixed price contained within a price list/catalog. 

Performance Security - means a guarantee, executed subsequent to award, in a form acceptable to the Division, that the successful bidder will complete the contract as agreed and that the State will be protected from loss in the event the contractor fails to complete the contract as agreed.

Personal Data means – 
“Personal Information” as defined in N.J.S.A. 56:8-161, means an individual’s first name or first initial and last name linked with any one or more of the following data elements: (1) Social Security number, (2) driver’s license number or State identification card number or (3) account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account.  Dissociated data that, if linked would constitute Personal Information is Personal Information if the means to link the dissociated were accessed in connection with access to the dissociated data.  Personal Information shall not include publicly available information that is lawfully made available to the general public from federal, state or local government records, or widely distributed media; and/or 

Data, either alone or in combination with other data, that includes information relating to an individual that identifies the person or entity by name, identifying number, mark or description that can be readily associated with a particular individual and which is not a public record, including but not limited to, Personally Identifiable Information (PII); government-issued identification numbers (e.g., Social Security, driver’s license, passport); Protected Health Information (PHI) as that term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and defined below; and Education Records, as that term is defined in the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g.

Personally Identifiable Information or PII - as defined by the U.S. Department of Commerce, National Institute of Standards and Technology, means any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, mother’s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information.

Post-Consumer Material – Material or finished product that has served its intended use and has been diverted or recovered from waste destined for disposal, having completed its life as a consumer item.  Post-Consumer Materials are part of the broader category of Recovered Materials.

Pre-Consumer Material – Materials generated in manufacturing and converting processes, such as manufacturing scrap and trimmings/cuttings.

Price List/Catalog – A document published by a manufacturer, resellers, Dealers, or Distributors that typically contains product descriptions, a list of products with fixed prices to which a Bidder’s percentage discount or markup bid is applied. 

Primary Form – An electronic form contained within a Vendor’s NJSTART profile designated by the Vendor as the primary or principal version of the required form.

Procurement Bureau (Bureau) – The Division unit responsible for the preparation, advertisement, and issuance of Bid Solicitations, for the tabulation of Quotes and for recommending award(s) of Contract(s) to the Director and the Deputy Director.

Project – The undertakings or services that are the subject of this Bid Solicitation.

Protected Health Information or PHI - has the same meaning as the term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 means Individually Identifiable Health Information (as defined below) transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium. PHI excludes education records covered by the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a covered entity in its role as employer. The term “Individually Identifiable Health Information” has the same meaning as the term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and means information that is a subset of Protected Health Information, including demographic information collected from an individual, and (1) is created or received by a health care provider, health plan, employer or health care clearinghouse; and (2) relates to the past, present or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (a) that identifies the individual; or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the individual.

Quasi-State Agency - is any agency, commission, board, authority or other such governmental entity which is established and is allocated to a State department or any bi-state governmental entity of which the State of New Jersey is a member, as defined in N.J.S.A. 52:27B-56.1, provided that any sale to any such bi-state governmental entity is for use solely within the State of New Jersey.

Quick Reference Guides (QRGs) – Informational documents which provide Vendors with step-by-step instructions to navigate the NJSTART eProcurement System. QRGs are available on the NJSTART Vendor Support Page.

Quote – Bidder’s timely response to the Bid Solicitation including, but not limited to, technical Quote, price Quote including Best and Final Offer, any licenses, forms, certifications, clarifications, negotiated documents, and/or other documentation required by the Bid Solicitation.

Quote Opening Date - The date Quotes will be opened for evaluation and closed to further Quote submissions.

Recovered Material – Waste material and byproduct that have been recovered or diverted from solid waste, but does not include materials and byproducts generated from, and commonly reused within, an original manufacturing process.

Recycling – The series of activities, including collection, separation, and processing, by which products or other materials are recovered from the solid waste stream for use in the form of raw materials in the manufacture of new products other than fuel for producing heat or power by combustion.
Recyclability – The ability of a product or material to be recovered from, or otherwise diverted from, the solid waste stream for the purpose of recycling.

Retainage – The amount withheld from the Contractor payment that is retained and subsequently released upon satisfactory completion of performance milestones by the Contractor.

Revision – A response to a BAFO request or a requested clarification of the Bidder’s Quote. 

RMAN – Recovered Materials Advisory Notices provide purchasing guidance and recommendations for Recovered and Post-Consumer Material content levels for designated items. 

Security Incident - means the potential access by non-authorized person(s) to Personal Data or Non-Public Data that the Provider believes could reasonably result in the use, disclosure, or access or theft of State’s unencrypted Personal Data or Non-Public Data within the possession or control of the Provider. A Security Incident may or may not turn into a Breach of Security.

Services – Includes, without limitation (i) Information Technology (IT) professional services, (ii) Software and Hardware-related services, including without limitation, installation, configuration, and training, and (iii) Software and Hardware maintenance and support and/or Software and Hardware technical support services. 




Shall – Denotes that which is a mandatory requirement.  

Should – Denotes that which is permissible or recommended, not mandatory.

Small Business – Pursuant to N.J.S.A. 52:32-19, N.J.A.C. 17:13-1.2, and N.J.A.C. 17:13-2.1, “small business” means a business that meets the requirements and definitions of “small business” and has applied for and been approved by the New Jersey Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as (i) independently owned and operated, (ii) incorporated or registered in and has its principal place of business in the State of New Jersey; (iii)  has 100 or fewer full-time employees; and has gross revenues falling in one (1) of the six (6) following categories:  
For goods and services - (A) 0 to $500,000 (Category I); (B) $500,001 to $5,000,000 (Category II); and (C) $5,000,001 to $12,000,000, or the applicable federal revenue standards established at 13 CFR 121.201, whichever is higher (Category III). 
For construction services: (A) 0 to $3,000,000 (Category IV); (B) gross revenues that do not exceed 50 percent of the applicable annual revenue standards established at 13 CFR 121.201 (Category V); and (C) gross revenues that do not exceed the applicable annual revenue standards established at CFR 121.201, (Category VI).

Small Business Set-Aside Contract – means (1) a Contract for goods, equipment, construction or services which is designated as a Contract with respect to which bids are invited and accepted only from small businesses, or (2) a portion of a Contract when that portion has been so designated.”  N.J.S.A. 52:32-19.

Software - means, without limitation, computer programs, source codes, routines, or subroutines supplied by Provider, including operating software, programming aids, application programs, application programming interfaces and software products, and includes COTS, unless the context indicates otherwise.  

Software as a Service or SaaS - means the capability provided to a purchaser to use the Provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a Web browser (e.g., Web-based email) or a program interface. The purchaser does not manage or control the underlying cloud infrastructure, including network, servers, operating systems, storage or even individual application capabilities, with the possible exception of limited user-specific application configuration settings.

State – The State of New Jersey.

State Confidential Information - shall consist of State Data and State Intellectual Property  supplied by the State, any information or data gathered by the Contractor in fulfillment of the Contract and any analysis thereof (whether in fulfillment of the Contract or not);

State Contract Manager or SCM – The individual, responsible for the approval of all deliverables, i.e., tasks, sub-tasks or other work elements in the Scope of Work.  The SCM cannot direct or approve a Change Order.

State Data - means all data and metadata created or in any way originating with the State, and all data that is the output of computer processing of or other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is stored on the State’s hardware, the Provider’s hardware or exists in any system owned, maintained or otherwise controlled by the State or by the Provider.  State Data includes Personal Data and Non-Public Data.

State Intellectual Property – Any intellectual property that is owned by the State.  State Intellectual Property includes any derivative works and compilations of any State Intellectual Property.

State-Supplied Price Sheet – the bidding document created by the State and attached to this Bid Solicitation on which the Bidder submits its Quote pricing as is referenced and described in the Bid Solicitation.   

Subtasks – Detailed activities that comprise the actual performance of a task.

Subcontractor – An entity having an arrangement with a Contractor, whereby the Contractor uses the products and/or services of that entity to fulfill some of its obligations under its State Contract, while retaining full responsibility for the performance of all  Contractor's obligations under the Contract, including payment to the Subcontractor.  The Subcontractor has no legal relationship with the State, only with the Contractor.

Task – A discrete unit of work to be performed.

Third Party Intellectual Property – Any intellectual property owned by parties other than the State or Contractor and contained in or necessary for the use of the Deliverables.  Third Party Intellectual Property includes COTS owned by Third Parties, and derivative works and compilations of any Third Party Intellectual Property. 

Unit Cost or Unit Price – All-inclusive, firm fixed price charged by the Bidder for a single unit identified on a price line.

US CERT – United States Computer Emergency Readiness Team.

USEPA – United States Environmental Protection Agency

Using Agency[ies] – A State department or agency, a quasi-State governmental entity, or an Intrastate Cooperative Purchasing participant, authorized to purchase products and/or services under a Contract procured by the Division. 

Vendor – Either the Bidder or the Contractor.

Vendor Intellectual Property – Any intellectual property that is owned by Contractor and contained in or necessary for the use of the Deliverables or which the Contractor makes available for the State to use as part of the work under the Contract. Vendor Intellectual Property includes COTS or Customized Software owned by Contractor, Contractor’s technical documentation, and derivative works and compilations of any Vendor Intellectual Property. Vendor Intellectual Property also includes any software, work product or other materials developed by the Contractor outside of this contract, but used in the contract and maintenance releases or customizations for the Contractor’s proprietary software.To the extent Contractor develops materials other than Software under this contract which are used in the Portal, Contractor

Work Product – Every invention, modification, discovery, design, development, customization, configuration, improvement, process, Software program, work of authorship, documentation, formula, datum, technique, know how, secret, or intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by Contractor or Contractor’s subcontractors or a third party engaged by Contractor or its subcontractor pursuant to the Contract Notwithstanding anything to the contrary in the preceding sentence, Work Product does not include State Intellectual Property, Vendor  Intellectual Property or Third Party Intellectual Property. 
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